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Post-quantum 
Cryptography

Good choices: ???
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Isogeny based cryptography as a candidate for post-quantum 
crypto

Goal: develop public-key cryptographic algorithms that are secure 
against quantum computers.
Bad choices: 

- Give different equivalent problems that these systems are based on.

- Discuss progress with quantum algorithms on these problems.

RSA
(Traditional) Elliptic Curve Cryptography (ECC)

- McEliece
- Isogeny-based systems

- Lattice-based systems (LWE, Ring-LWE)

This talk:



Elliptic Curves and 
Cryptography
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Finite field with q 
elements

- Based on hardness of discrete log problem on elliptic curves.

- Broken by Shor’s quantum algorithm for discrete log (’94).

Object: elliptic curve defined over finite field.

Points on  are solutions  of equationE (x, y)

E : y2 = x3 + ax + b a, b ∈ 𝔽q

Points of , together with “ ”, form an abelian group.E ∞

- Proposed in 1985 (independently) by Neal Koblitz and Victor 
Miller, widely used since 2004.

Traditional Elliptic Curve Cryptography (ECC).



Traditional Elliptic Curve 
Cryptography versus 

Isogenies 
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New proposal(s): Isogeny-based systems

Traditional elliptic curve cryptography (ECC):
- Fix one curve and use the group law.
- Assume discrete log is hard on this group.

Shor’s quantum algorithm breaks these.

Use an exponentially large set of elliptic curves and 
 the isogenies (maps) between them.

- Get small key sizes.

Use terminology supersingular elliptic curves to make statements correct.



Why Supersingular 
isogeny crypto?

• Pool of potential post-quantum candidates is very small. Need to 
investigate all candidates.
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Concerns

• Compared to lattice-based crypto, there are fewer 
functionalities. Have encryption, key exchange, signatures, but 
no fully homomorphic encryption or ID based crypto.

• Elliptic curves: used in crypto for more than 20 years. So we have 
a lot of experience with them, infrastructure in place.

• Some underlying computational assumptions (e.g. the 
endomorphism ring problem) have been studied classically already.

• Systems have not been sufficiently scrutinized by researchers in 
quantum algorithms.



Hardness Assumptions in 
Public-Key Cryptography 
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System underlying hard? problem

RSA Factoring

Elliptic curve cryptography
(ECC) Elliptic curve discrete log

(Ring) LWE SVP in (ideal) lattices

Supersingular isogeny-based 
cryptography (SIDH,…)

Computing isogenies 
between curves 

Commutative isogeny-based 
cryptography (CSIDH)

Inversion of class group 
action

Soliloquy Short generator PIP

This talk



Isogeny-based systems
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Hash function
CGL: Charles-Goren-Lauter (2006)

Public-key cryptosystems

CSIDH: Commutative SIDH (2018)
Castryck, Lange, Martindale, Panny, Renes 

Generalizations (CD20, BKV19, CS21)

CRS: Couveignes, Rostovstev and Stolbunov
(ordinary elliptic curves) (2006)

Optimization (DKS’18)

Supersingular Isogeny Diffie-Hellman (SIDH)
key exchange, Jao and de Feo (2011) 

Group actionNoncommu-
tative

OSIDH (“O” for Oriented)
Colò-Kohel (2019), Onuki (2021)



Status of security of 
Isogeny-based Crypto
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- Can show that objects (isogenies, endomorphisms, maximal 
orders…) have polynomial representation size. Have to choose 
right description/representation.

- Can give reductions between different hardness assumptions in 
different systems. (E./Hallgren/Lauter/Morrison/Petit ’18, Wesolowski 21)

Much less studied than lattice-based systems. Need more research to 
develop confidence in security, both classically and against quantum 
computers!

- Need to study objects and hardness assumptions more.
- Can phrase hardness assumptions in different ways (graphs, 

group actions,…)
- For some objects,  have no canonical “small” representatives

Some Progress:

(E./Hallgren/Lauter/Morrison/Petit ’18)



Computational Challenges
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Curves are of form  with  , 
so have small representation size.

E : y2 = x3 + ax + b a, b ∈ 𝔽p2

The isogenies used in cryptosystems have exponential size.
- Need to decompose into composition of ones with smaller 
size.

Analyze objects through the (supersingular) -isogeny 
graph (next slide)
- SIDH key exchange uses full s.s. -isogeny graph
- For schemes with group actions: fewer vertices, but still 

exponential size graph
- Key property used: full graph is expander graph

ℓ

ℓ

- Maps between them (isogenies) are generally 
defined over large extension fields.
- Can result in exponential size objects.

But:



Path Finding in Supersingular 
Isogeny Graphs Gℓ
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G`
<latexit sha1_base64="2ITrki33RFvYuOSW5RVRnkCnOhA=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hV0R9Bj0oMcI5gHJEmYnvcmY2ZllZlYIIf/gxYMiXv0fb/6Nk2QPmljQUFR1090VpYIb6/vf3srq2vrGZmGruL2zu7dfOjhsGJVphnWmhNKtiBoUXGLdciuwlWqkSSSwGQ1vpn7zCbXhSj7YUYphQvuSx5xR66TGbbeDQnRLZb/iz0CWSZCTMuSodUtfnZ5iWYLSMkGNaQd+asMx1ZYzgZNiJzOYUjakfWw7KmmCJhzPrp2QU6f0SKy0K2nJTP09MaaJMaMkcp0JtQOz6E3F/7x2ZuOrcMxlmlmUbL4ozgSxikxfJz2ukVkxcoQyzd2thA2opsy6gIouhGDx5WXSOK8EfiW4vyhXr/M4CnAMJ3AGAVxCFe6gBnVg8AjP8ApvnvJevHfvY9664uUzR/AH3ucPVcKO9Q==</latexit><latexit sha1_base64="2ITrki33RFvYuOSW5RVRnkCnOhA=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hV0R9Bj0oMcI5gHJEmYnvcmY2ZllZlYIIf/gxYMiXv0fb/6Nk2QPmljQUFR1090VpYIb6/vf3srq2vrGZmGruL2zu7dfOjhsGJVphnWmhNKtiBoUXGLdciuwlWqkSSSwGQ1vpn7zCbXhSj7YUYphQvuSx5xR66TGbbeDQnRLZb/iz0CWSZCTMuSodUtfnZ5iWYLSMkGNaQd+asMx1ZYzgZNiJzOYUjakfWw7KmmCJhzPrp2QU6f0SKy0K2nJTP09MaaJMaMkcp0JtQOz6E3F/7x2ZuOrcMxlmlmUbL4ozgSxikxfJz2ukVkxcoQyzd2thA2opsy6gIouhGDx5WXSOK8EfiW4vyhXr/M4CnAMJ3AGAVxCFe6gBnVg8AjP8ApvnvJevHfvY9664uUzR/AH3ucPVcKO9Q==</latexit><latexit sha1_base64="2ITrki33RFvYuOSW5RVRnkCnOhA=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hV0R9Bj0oMcI5gHJEmYnvcmY2ZllZlYIIf/gxYMiXv0fb/6Nk2QPmljQUFR1090VpYIb6/vf3srq2vrGZmGruL2zu7dfOjhsGJVphnWmhNKtiBoUXGLdciuwlWqkSSSwGQ1vpn7zCbXhSj7YUYphQvuSx5xR66TGbbeDQnRLZb/iz0CWSZCTMuSodUtfnZ5iWYLSMkGNaQd+asMx1ZYzgZNiJzOYUjakfWw7KmmCJhzPrp2QU6f0SKy0K2nJTP09MaaJMaMkcp0JtQOz6E3F/7x2ZuOrcMxlmlmUbL4ozgSxikxfJz2ukVkxcoQyzd2thA2opsy6gIouhGDx5WXSOK8EfiW4vyhXr/M4CnAMJ3AGAVxCFe6gBnVg8AjP8ApvnvJevHfvY9664uUzR/AH3ucPVcKO9Q==</latexit><latexit sha1_base64="2ITrki33RFvYuOSW5RVRnkCnOhA=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hV0R9Bj0oMcI5gHJEmYnvcmY2ZllZlYIIf/gxYMiXv0fb/6Nk2QPmljQUFR1090VpYIb6/vf3srq2vrGZmGruL2zu7dfOjhsGJVphnWmhNKtiBoUXGLdciuwlWqkSSSwGQ1vpn7zCbXhSj7YUYphQvuSx5xR66TGbbeDQnRLZb/iz0CWSZCTMuSodUtfnZ5iWYLSMkGNaQd+asMx1ZYzgZNiJzOYUjakfWw7KmmCJhzPrp2QU6f0SKy0K2nJTP09MaaJMaMkcp0JtQOz6E3F/7x2ZuOrcMxlmlmUbL4ozgSxikxfJz2ukVkxcoQyzd2thA2opsy6gIouhGDx5WXSOK8EfiW4vyhXr/M4CnAMJ3AGAVxCFe6gBnVg8AjP8ApvnvJevHfvY9664uUzR/AH3ucPVcKO9Q==</latexit> …E

Choose a small prime    (  is fixed)ℓ ≠ p p = char(𝔽q)

V := { supersingular elliptic curves in char p (up to isomorphism)}
Def:

E` := {(E,E0) : 9 ' : E ! E0 of degree `}
<latexit sha1_base64="WlAnfXzN3AG2yswB0Lf+KpfHyno="></latexit><latexit sha1_base64="WlAnfXzN3AG2yswB0Lf+KpfHyno="></latexit><latexit sha1_base64="WlAnfXzN3AG2yswB0Lf+KpfHyno="></latexit><latexit sha1_base64="WlAnfXzN3AG2yswB0Lf+KpfHyno="></latexit>

`+ 1
<latexit sha1_base64="eX1HWbDAlw5I24jTJwF+w/9jBRM=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh6LXjxWsB/QhrLZTtqlm03Y3Qgl9Ed48aCIV3+PN/+N2zQHbX0w8Hhvhpl5QSK4Nq777ZTW1jc2t8rblZ3dvf2D6uFRW8epYthisYhVN6AaBZfYMtwI7CYKaRQI7ASTu7nfeUKleSwfzTRBP6IjyUPOqLFSp49CkAtvUK25dTcHWSVeQWpQoDmofvWHMUsjlIYJqnXPcxPjZ1QZzgTOKv1UY0LZhI6wZ6mkEWo/y8+dkTOrDEkYK1vSkFz9PZHRSOtpFNjOiJqxXvbm4n9eLzXhjZ9xmaQGJVssClNBTEzmv5MhV8iMmFpCmeL2VsLGVFFmbEIVG4K3/PIqaV/WPbfuPVzVGrdFHGU4gVM4Bw+uoQH30IQWMJjAM7zCm5M4L86787FoLTnFzDH8gfP5Az1fjtU=</latexit><latexit sha1_base64="eX1HWbDAlw5I24jTJwF+w/9jBRM=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh6LXjxWsB/QhrLZTtqlm03Y3Qgl9Ed48aCIV3+PN/+N2zQHbX0w8Hhvhpl5QSK4Nq777ZTW1jc2t8rblZ3dvf2D6uFRW8epYthisYhVN6AaBZfYMtwI7CYKaRQI7ASTu7nfeUKleSwfzTRBP6IjyUPOqLFSp49CkAtvUK25dTcHWSVeQWpQoDmofvWHMUsjlIYJqnXPcxPjZ1QZzgTOKv1UY0LZhI6wZ6mkEWo/y8+dkTOrDEkYK1vSkFz9PZHRSOtpFNjOiJqxXvbm4n9eLzXhjZ9xmaQGJVssClNBTEzmv5MhV8iMmFpCmeL2VsLGVFFmbEIVG4K3/PIqaV/WPbfuPVzVGrdFHGU4gVM4Bw+uoQH30IQWMJjAM7zCm5M4L86787FoLTnFzDH8gfP5Az1fjtU=</latexit><latexit sha1_base64="eX1HWbDAlw5I24jTJwF+w/9jBRM=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh6LXjxWsB/QhrLZTtqlm03Y3Qgl9Ed48aCIV3+PN/+N2zQHbX0w8Hhvhpl5QSK4Nq777ZTW1jc2t8rblZ3dvf2D6uFRW8epYthisYhVN6AaBZfYMtwI7CYKaRQI7ASTu7nfeUKleSwfzTRBP6IjyUPOqLFSp49CkAtvUK25dTcHWSVeQWpQoDmofvWHMUsjlIYJqnXPcxPjZ1QZzgTOKv1UY0LZhI6wZ6mkEWo/y8+dkTOrDEkYK1vSkFz9PZHRSOtpFNjOiJqxXvbm4n9eLzXhjZ9xmaQGJVssClNBTEzmv5MhV8iMmFpCmeL2VsLGVFFmbEIVG4K3/PIqaV/WPbfuPVzVGrdFHGU4gVM4Bw+uoQH30IQWMJjAM7zCm5M4L86787FoLTnFzDH8gfP5Az1fjtU=</latexit><latexit sha1_base64="eX1HWbDAlw5I24jTJwF+w/9jBRM=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh6LXjxWsB/QhrLZTtqlm03Y3Qgl9Ed48aCIV3+PN/+N2zQHbX0w8Hhvhpl5QSK4Nq777ZTW1jc2t8rblZ3dvf2D6uFRW8epYthisYhVN6AaBZfYMtwI7CYKaRQI7ASTu7nfeUKleSwfzTRBP6IjyUPOqLFSp49CkAtvUK25dTcHWSVeQWpQoDmofvWHMUsjlIYJqnXPcxPjZ1QZzgTOKv1UY0LZhI6wZ6mkEWo/y8+dkTOrDEkYK1vSkFz9PZHRSOtpFNjOiJqxXvbm4n9eLzXhjZ9xmaQGJVssClNBTEzmv5MhV8iMmFpCmeL2VsLGVFFmbEIVG4K3/PIqaV/WPbfuPVzVGrdFHGU4gVM4Bw+uoQH30IQWMJjAM7zCm5M4L86787FoLTnFzDH8gfP5Az1fjtU=</latexit>

… E′ ′ 

“finding isogenies” a.k.a. “path finding”

   is an expander.Gℓ

  Graph  is exponentially large,  vertices.Gℓ p/12

   Given a vertex, can efficiently compute neighbors.

E′ 

'i
<latexit sha1_base64="1Tg/ipNEGRMrfJg9feGFvtDppyg=">AAAB8HicbVDLSgNBEOz1GeMr6tHLYBA8hV0R9Bj04jGCeUiyhNnJJBkyM7vM9AbCkq/w4kERr36ON//GSbIHTSxoKKq66e6KEiks+v63t7a+sbm1Xdgp7u7tHxyWjo4bNk4N43UWy9i0Imq5FJrXUaDkrcRwqiLJm9HobuY3x9xYEetHnCQ8VHSgRV8wik566oypSYaiK7qlsl/x5yCrJMhJGXLUuqWvTi9mqeIamaTWtgM/wTCjBgWTfFrspJYnlI3ogLcd1VRxG2bzg6fk3Ck90o+NK41krv6eyKiydqIi16koDu2yNxP/89op9m/CTOgkRa7ZYlE/lQRjMvue9IThDOXEEcqMcLcSNqSGMnQZFV0IwfLLq6RxWQn8SvBwVa7e5nEU4BTO4AICuIYq3EMN6sBAwTO8wptnvBfv3ftYtK55+cwJ/IH3+QP6hpCC</latexit><latexit sha1_base64="1Tg/ipNEGRMrfJg9feGFvtDppyg=">AAAB8HicbVDLSgNBEOz1GeMr6tHLYBA8hV0R9Bj04jGCeUiyhNnJJBkyM7vM9AbCkq/w4kERr36ON//GSbIHTSxoKKq66e6KEiks+v63t7a+sbm1Xdgp7u7tHxyWjo4bNk4N43UWy9i0Imq5FJrXUaDkrcRwqiLJm9HobuY3x9xYEetHnCQ8VHSgRV8wik566oypSYaiK7qlsl/x5yCrJMhJGXLUuqWvTi9mqeIamaTWtgM/wTCjBgWTfFrspJYnlI3ogLcd1VRxG2bzg6fk3Ck90o+NK41krv6eyKiydqIi16koDu2yNxP/89op9m/CTOgkRa7ZYlE/lQRjMvue9IThDOXEEcqMcLcSNqSGMnQZFV0IwfLLq6RxWQn8SvBwVa7e5nEU4BTO4AICuIYq3EMN6sBAwTO8wptnvBfv3ftYtK55+cwJ/IH3+QP6hpCC</latexit><latexit sha1_base64="1Tg/ipNEGRMrfJg9feGFvtDppyg=">AAAB8HicbVDLSgNBEOz1GeMr6tHLYBA8hV0R9Bj04jGCeUiyhNnJJBkyM7vM9AbCkq/w4kERr36ON//GSbIHTSxoKKq66e6KEiks+v63t7a+sbm1Xdgp7u7tHxyWjo4bNk4N43UWy9i0Imq5FJrXUaDkrcRwqiLJm9HobuY3x9xYEetHnCQ8VHSgRV8wik566oypSYaiK7qlsl/x5yCrJMhJGXLUuqWvTi9mqeIamaTWtgM/wTCjBgWTfFrspJYnlI3ogLcd1VRxG2bzg6fk3Ck90o+NK41krv6eyKiydqIi16koDu2yNxP/89op9m/CTOgkRa7ZYlE/lQRjMvue9IThDOXEEcqMcLcSNqSGMnQZFV0IwfLLq6RxWQn8SvBwVa7e5nEU4BTO4AICuIYq3EMN6sBAwTO8wptnvBfv3ftYtK55+cwJ/IH3+QP6hpCC</latexit><latexit sha1_base64="1Tg/ipNEGRMrfJg9feGFvtDppyg=">AAAB8HicbVDLSgNBEOz1GeMr6tHLYBA8hV0R9Bj04jGCeUiyhNnJJBkyM7vM9AbCkq/w4kERr36ON//GSbIHTSxoKKq66e6KEiks+v63t7a+sbm1Xdgp7u7tHxyWjo4bNk4N43UWy9i0Imq5FJrXUaDkrcRwqiLJm9HobuY3x9xYEetHnCQ8VHSgRV8wik566oypSYaiK7qlsl/x5yCrJMhJGXLUuqWvTi9mqeIamaTWtgM/wTCjBgWTfFrspJYnlI3ogLcd1VRxG2bzg6fk3Ck90o+NK41krv6eyKiydqIi16koDu2yNxP/89op9m/CTOgkRa7ZYlE/lQRjMvue9IThDOXEEcqMcLcSNqSGMnQZFV0IwfLLq6RxWQn8SvBwVa7e5nEU4BTO4AICuIYq3EMN6sBAwTO8wptnvBfv3ftYtK55+cwJ/IH3+QP6hpCC</latexit>

'i+1
<latexit sha1_base64="VOkgcQhedIdgWRvXXFdnJmNf46Y=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh6LXjxWsB/QhjLZbtqlm03c3RRK6O/w4kERr/4Yb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjpo5TRVmDxiJW7QA1E1yyhuFGsHaiGEaBYK1gdDfzW2OmNI/lo5kkzI9wIHnIKRor+d0xqmTIexm/8Ka9csWtunOQVeLlpAI56r3yV7cf0zRi0lCBWnc8NzF+hspwKti01E01S5COcMA6lkqMmPaz+dFTcmaVPgljZUsaMld/T2QYaT2JAtsZoRnqZW8m/ud1UhPe+BmXSWqYpItFYSqIicksAdLnilEjJpYgVdzeSugQFVJjcyrZELzll1dJ87LquVXv4apSu83jKMIJnMI5eHANNbiHOjSAwhM8wyu8OWPnxXl3PhatBSefOYY/cD5/AKKhkf4=</latexit><latexit sha1_base64="VOkgcQhedIdgWRvXXFdnJmNf46Y=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh6LXjxWsB/QhjLZbtqlm03c3RRK6O/w4kERr/4Yb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjpo5TRVmDxiJW7QA1E1yyhuFGsHaiGEaBYK1gdDfzW2OmNI/lo5kkzI9wIHnIKRor+d0xqmTIexm/8Ka9csWtunOQVeLlpAI56r3yV7cf0zRi0lCBWnc8NzF+hspwKti01E01S5COcMA6lkqMmPaz+dFTcmaVPgljZUsaMld/T2QYaT2JAtsZoRnqZW8m/ud1UhPe+BmXSWqYpItFYSqIicksAdLnilEjJpYgVdzeSugQFVJjcyrZELzll1dJ87LquVXv4apSu83jKMIJnMI5eHANNbiHOjSAwhM8wyu8OWPnxXl3PhatBSefOYY/cD5/AKKhkf4=</latexit><latexit sha1_base64="VOkgcQhedIdgWRvXXFdnJmNf46Y=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh6LXjxWsB/QhjLZbtqlm03c3RRK6O/w4kERr/4Yb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjpo5TRVmDxiJW7QA1E1yyhuFGsHaiGEaBYK1gdDfzW2OmNI/lo5kkzI9wIHnIKRor+d0xqmTIexm/8Ka9csWtunOQVeLlpAI56r3yV7cf0zRi0lCBWnc8NzF+hspwKti01E01S5COcMA6lkqMmPaz+dFTcmaVPgljZUsaMld/T2QYaT2JAtsZoRnqZW8m/ud1UhPe+BmXSWqYpItFYSqIicksAdLnilEjJpYgVdzeSugQFVJjcyrZELzll1dJ87LquVXv4apSu83jKMIJnMI5eHANNbiHOjSAwhM8wyu8OWPnxXl3PhatBSefOYY/cD5/AKKhkf4=</latexit><latexit sha1_base64="VOkgcQhedIdgWRvXXFdnJmNf46Y=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh6LXjxWsB/QhjLZbtqlm03c3RRK6O/w4kERr/4Yb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjpo5TRVmDxiJW7QA1E1yyhuFGsHaiGEaBYK1gdDfzW2OmNI/lo5kkzI9wIHnIKRor+d0xqmTIexm/8Ka9csWtunOQVeLlpAI56r3yV7cf0zRi0lCBWnc8NzF+hspwKti01E01S5COcMA6lkqMmPaz+dFTcmaVPgljZUsaMld/T2QYaT2JAtsZoRnqZW8m/ud1UhPe+BmXSWqYpItFYSqIicksAdLnilEjJpYgVdzeSugQFVJjcyrZELzll1dJ87LquVXv4apSu83jKMIJnMI5eHANNbiHOjSAwhM8wyu8OWPnxXl3PhatBSefOYY/cD5/AKKhkf4=</latexit>

 = size of kernel of ℓ φ

Gℓ = (V, Eℓ)



Computing with isogenies
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Easy: compute all degree 2 isogenies to other curves.

Given: elliptic curve . Points on  form abelian group.E E

E
E1

E2

E3

φ1

φ2

φ3

Hard: given a second curve , compute a degree  isogeny .E′ 2n φ : E → E′ 

Corresponds to  steps from  as above.n E

(There are three.)

E′ 

Isogeny  is a map that respects the group structure. 
Isogenies are determined by their kernels.

φ : E1 → E2

degree of  = size of kernelφ



Hardness assumption

12

Hardness assumption: there is no efficient algorithm for:

-Isogeny Pathfinding Problem: Given prime p, super-
singular curves E,E’, find a path from E to E’ in the -isogeny 
graph.

ℓ
ℓ

• Fastest classical algorithm for constructing isogenies between 
supersingular curves E,E’ runs in time  (Delfs-Galbraith)Õ(p1/2)

• Fastest quantum algorithm for constructing isogenies:  
(Biasse-Jao-Sankar), uses Grover’s algorithm and first finds 
short path from E to a curve defined over .

Õ(p1/4)

𝔽p

• prime p is of cryptographic size,  is small prime usually 2 or 3. ℓ

• Input parameters (the curves) are of size .log p

Both algorithms are exponential in log p.



Reductions to other problems
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Endomorphism Ring Problem: Given prime p, 
supersingular elliptic curve E (with coeffs in ), find four 
endomorphisms that generate End(E) as a lattice.

𝔽p2

endomorphism of E = isogeny  from E to itself.ϕ : E → E

End(E) = set of all endomorphism of E.  Has a ring structure.

E is supersingular  End(E) is a lattice of rank 4.↔

Theorem (EHLMP ’18, Wesolowski’ 21): Under the 
generalized Riemann Hypothesis, the Endomorphism Ring 
Problem and the -Isogeny Pathfinding Problem are 
equivalent under reductions that run in expected poly time.

ℓ

Can show: Pathfinding is equivalent to computing endomorphism 
rings, and to computing maximal orders in quaternion algebras.



Reductions
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-Isogeny Pathfindingℓ

Endomorphism Ring Problem

MaxOrder (Compute the 
maximal order in a quaternion 
algebra associated to 
endomorphism ring of E)

Pathfinding in 
quaternion algebra Bp,∞

SIDH key exchange
CGL hash function

≤
Graph theoretic

algebraic

arithmetic
Pathfinding in (quotients of) 
Bruhat-Tits trees: linear algebra 
in Mat2(ℤℓ)

means “reduction is not efficient”



Commutative Isogeny schemes
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X= exponential size subset of supersingular elliptic curves.
E.g. all supersingular curves  with .E : y2 = x3 + ax + b a, b ∈ 𝔽p

1. Efficient to compute
2. Hard to invert: Given  and , hard to compute .x g * x g

In CSIDH, OSIDH, …: more structure, isogenies given via group actions

Have group action  ,     (G abelian group)G × X → X (g, x) ↦ g * x

Action should be: 

Security of scheme

For these schemes: have subexponential time quantum algorithm: 
Reduce inverting the group action to solving abelian hidden shift problem in G. 
(Childs-Jao-Soukharev ’14, Wesolowski ’21)

Then use Kuperberg’s subexponential time algorithm for abelian hidden shift.



Reductions-commutative case
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Abelian hidden shift 
problem≤

Isogeny-based 
systems that come 
with group action

f0, f1 : G → S, f0(x) = f1(xs)

Goal: find hidden shift s



Commutative versus non-
commutative isogeny crypto
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DDF  21: Formalize “uber” isogeny framework,  allows common way for 
cryptanalysis of all isogeny-based crypto

+

Can show: Class group actions apply to many cases that were 
thought to be “noncommutative”.

So is there one single problem that we should try to solve and 
that would break all isogeny-based crypto?

Yes - the Endomorphism ring problem!



Reductions to Endomorphism 
ring problem
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CSIDH(OSIDH CD20, BKV19, CS21)

Abelian shift problem

≤

Endomorphism Ring Problem

Class group action

SIDH key exchange

CGL hash function
-Isogeny Pathfindingℓ≤

Can reduce breaking isogeny crypto based on group actions to solving 
Endomorphism Problem. (Wesolowski ’21)

Isogeny-based systems 
equipped with group action



Conclusion
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Fastest classical algorithm:  (with heuristics, EHLMP ’20)(log p)O(1)p1/2

Open Question: Can a quantum algorithm do better?

Bottleneck of this algorithm: Given supersingular E, need to 
find cycle in isogeny graph passing through E.

An efficient algorithm for computing endomorphism rings of 
supersingular curves would break all isogeny-based systems.



Summary
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Supersingular Isogeny based crypto is one of the few candidates 
for post-quantum crypto.

For some isogeny schemes: sub exponential quantum algorithm via 
a reduction to the abelian hidden shift problem.

Efficient (quantum) algorithm for computing endomorphism 
rings of supersingular curves would break all proposed systems.

Best classical algorithm for computing endomorphism rings is 
exponential.
Quantum algorithms don’t have an advantage so far.

Open: Is there a subexponential quantum algorithm for 
computing supersingular endomorphism rings?


