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Complementarity [n quantum mechanics, we
' - encounter the situation where ...

Task 1 One can choose task 1 and accomplish it.
Task 2 One can choose task 2 and accomplish it.
But no one can accomplish both.
Example: single-particle interferometer 0
Double slits S
particle 3 ® b s SR,
— “ o
b - D
wave Phase information
(Wave-particle duality) Screen D
o ‘
One cannot obtain both types

of Information at the same time.

Which-path information



Secret key from an EPR pair of qubits Lo & Chau (2001).

““““““““““““““““““““““““““““““““““““““““““““““““““

' This is a secret key.

A pure state with an equal superposition of O and 1.



Complementarity

Argument in the EPR paper ...
Z-basis task

““““““““““““““““““““““““““““““““““““““““““““““““““

_______________________________________ o) = <roz> 0:)p+It)allde)
_ Bob can guess Alice’s Z-basis outcome
X-basis task
- V2[05) = 02) + 1) | Bob |
Alice - V2[1g) =0z) — [12) '

S e

(|0w>A|0x> + [12) al12) B)
Bob can guess Alice’s X-basis outcome.

Either of the tasks is feasible.
One cannot accomplish both tasks at the same time.



Complementarity

7-basis task Either of the tasks Is feasible.

““““““““““““““““““““““““““““““““““““““““““““““““““

. Bob
Alice ;
—z ( M)
D [
Guess Alice’s Z-basis outcome.
X-basis task
. Bob
Alice

Guess Alice’s X-basis outcome.



A weaker version of X task: extra classical communication
Either of the tasks is feasible.

Z-basis task

““““““““““““““““““““““““““““““““““““““““““““““““““

V2|0z) = [0z) + |12)
X-basis task V2[1s) = 105) — |12)
. Bob
Alice 102)
ch e
@ Extra classical communication

Help Alice make an X-basis eigenstate.
(without disturbing the Z-basis observable)



Feasibility of the two complementary tasks means a secret key
Either of the tasks is feasible.

Z-basis task

_________________________________________________

———————————————————————————————————————————

' This is a secret key.

Exactly the same. \/§|O ) = |0,) + [12)
-basis task V2|1z) = |0;) — |12)

—————————————————————————————————————————————————————————————————————————————————————————

Eve

i Bob
. E"g@i correlation Q

@ Extra guantum communication
_:

Perfectly random Help Alice make an X-basis eigenstate.
No leak to Eve (without disturbing the Z-basis observable)



Effect of small |m|oerfect|ons

———————————————————————————————————————————————————————————————————————————

| Alice %% Bob
Z = 0010 . D ; | — 7/ = 0010
§ : Guess Alice’s n-bit
(KD protocal D Z-basis outcome.
Z-basis task  Failure probability: 6, = Pr(Z # Z') bit error
| : ' ' Bob !
§ AI' —~ @ Extra quantum §
! O ‘communication |
4,= 0010 G Help Alice make an
A @ X-basis eigenstate.
X basis task Failure probability:6x =1 — (X = 0/5|X = 0) —— bias / leak

Final key: pape = > pz.211Z,Z'(Z,Z' |4, ® p A(Z Z)
Z,7

Ideal key: 7apg =) 27"|Z,Z)(Z, Z|Ap ® pE
Z

1 — F(Tag, paE) < 6x

Skey = ||TABE — PABE|1 £ 267 +24/6x



A prescription of deriving a lower bound on the key rate

________________________________________________

 Alice Q Error reconciliation i Bob |

. O Encrypted hints
§ Zsif = 0010

Q Consuming N h 7 bits of secret key 7 l_ 0010
, : sif —

eX. hZ = H(Gz)

@ # of candidates of X :2Nhx Try to find a way to
A =veee . @ ex.hx = H(ey) § reduce the candldates

k2 - of X.
Error rate in the X estimation

A virtual protocol Condition for the virtual protocol:
« Do not disturb the Z value of the N qubits.
« Quantum channels can be freely used.



A prescription of deriving a lower bound on the key rate

——————————————————————————————————————————————————————————————————————————————————————————————

 Alice O Zin = 10 Bob
| ' Zrec = 0010

Privacy amplification Q Consumed
Zsin = 10 < Zrec = 0010 Q 5 .

: N h 7 bits of
(N M) bit final key N-bit reconciled key secret key

@ i Bob !
e (x0T
A virtual protocol 4 of candidates of X 2NhX

Privacy amplification: Apply random (N X N) binary matrix C' , and adopt
the first N — M bits.



A prescription of deriving a lower bound on the key rate

——————————————————————————————————————————————————————————————————————————————————————————————

 Alice O O Ztin = 10 Bob ;
zm=10 2 [ s
;(N—I?W)—bit final key 8 N i 8 %%S;rgﬁgof
= O O

secret key

M bits of fX<_{© 8

random parity o

A virtual protocol # of candidates of X :2/Nh

Privacy amplification: Apply random (N X N) binary matrix C' , and adopt
the first N — M bits.

The final key is secure
Netkey gain=N(1 —hxy — hy)



Merits in the complementarity approach
 Applicability and relation to entanglement
» Security from an operationally defined quantity



OKD and complementarltv

________________________________________________

—————————————————————————————————————————————

Z' =001

z — 001 . g% Guess Alice’s

' n-bit Z-basis outcome.

____________________________________________________________________________________________

 Alice %  Extra quantum e
; communlcat|on ;

o ;‘ 'Help Alice make
@ | ‘an X-basis eigenstate.

____________________________________________________________________________________________

X basis task Failure probability:dx = 1 — (X = 0/|5|X = 0)

:> Secret key can be extracted with imperfection
Skey = ITaBE — PaBEIl1 <207 +24/0x

The opposite is also true.
Whenever the secret key can be extracted with imperfection dgey ,
the two tasks are feasible with imperfections as small as

07 < dkey/2 and dx < dyey — (5key/2)2-
—> The complementarity approach is, in principle, applicable to any QKD scheme.



Operational measures of guantum correlations

—————————————————————————————————————————————

________________________________________________

Z' =001

i ) g i
Z = o g% Guess Alice’s

' n-bit Z-basis outcome.

____________________________________________________________________________________________

' Alice %  Extra quantum o
; communlcat|on ;

o @ Help Alice make
@ : ‘an X-basis eigenstate.

___________________________________________________________________________________________

X basis task

Define optimal yield Yo(p4aB) such that

XN : :
PAB —5ce— the two tasks are feasible for ~ nYp(pap) aubits

Complementarity
= Kp(pap) = YqQ(pap)

Monogamy (exclusive correlations)

Distillable key: optimal yield Kp(p4p) such that

PAB sipiceorm. ~ M p(pap) bits of secret key




Entanglement dlstlllatlon and complementarity

—————————————————————————————————————————————

________________________________________________

Z' =001

Z — 001 . g% Guess Alice’s

' n-bit Z-basis outcome.

____________________________________________________________________________________________

EA”CG % . Extra classical Bob
communlcatlon

o f 'Help Alice make
@ | ‘an X-basis eigenstate.

____________________________________________________________________________________________

X basis task Failure probability:dx = 1 — (X = 0/|5|X = 0)

EPR pairs can be extracted with imperfection
Sent = loap—|6" ) (@Bl < 4\/52(1 —dz)+2\/dx

The opposite is trivial:
Whenever EPR pairs can be extracted with imperfection dent ,

the two tasks are feasible with imperfections as small as
67 < dent/2 and x < dent — (5ent/2)2-



Operational measures of guantum correlations

—————————————————————————————————————————————

________________________________________________

Z' =001

i ) g i
Z = o g% Guess Alice’s

' n-bit Z-basis outcome.

____________________________________________________________________________________________

EA”CG % . Extra classical Bob
communlcatlon

Help Alice make
'an X-basis eigenstate.

___________________________________________________________________________________________

X basis task

Q)
@@

Define optimal yield Yo(pap) such that
XN
PAB

Tocc ~ the two tasks are feasible for ~ nYo(pap) qQubits

Complementarity
o Ep(pap) = Yc(paB)

Entanglement (in reference to ‘ebits’)

Distillable entanglement: optimal yield Ep(pap) such that

PAB —Toece = ™ nEp(pap) EPR pairs of qubits




Operational measures of quantum correlations  koashi, arxiv:0704.3661

Kp(paB)

Complementarity Monogamy

Entanglement

Kp(paB) — Ep(paB) = Acomp = Yg(pan) — Yo(pan)
(bits) (ebits)



Operational measures of quantum correlations

Kp(paB)

Complementarity Monogamy

S(pa) — CpH (par)

Ep(paB) Entanglement Ec(paB)
Entanglement cost

Koashi & Winter,
_ Phys. Rev. A 69
EC(PAB) — ED(PAB) = Acomp + Amono 022309 (2004)

randomness randomness
with the help of B

without B
S(pa) bits @ ChH (pAE) bits

@ Distillable common @ Distillable common
“
.



Security from an operatlonallv defined quantity

—————————————————————————————————————————————

________________________________________________

Z' =001

Z — 001 . g% Guess Alice’s

' n-bit Z-basis outcome.

____________________________________________________________________________________________

 Alice %  Extra quantum e
; communlcat|on ;

o ;‘ 'Help Alice make
@ | ‘an X-basis eigenstate.

____________________________________________________________________________________________

X basis task Failure probability: §x = 1 — (X = 0|5|X = 0)
:> dkey = ITaBE — PABE)II1 < 207 + 24/dx

The final security statement is obtained
directly from an operationally defined quantity.

“Failure probability of a protocol.”

» The coherent attacks can be treated rather easily.

» Sometimes the security is established without
knowing much about what is actually going on.




Treatment of coherent attacks

random

permutation _ Eve ;
(n) Alice 5 ; Bob
PAB

DO \> test

o

SO JH
oor Y

Alice & Bob

Relslsle’s’s)

PO00C0

Random sampling test
(Parameter estimation)

Generation of the final key



Tamaki, Koashi, Imoto, Phys. Rev. Lett. 90,
Treatment of coherent attacks L7901 (2009,

random random

permutation permutation

o o

DN s DL

Success

—> —
DO X-basis DO AB fail(l)Jrre?
%
task DO
D IR OO

Alice & Bob Alice & Bob

How large is the failure probability 0 x? 5x = p(py (n, Sym)) = tr(Fy; p%_’gsym))

i
>
9
8
a
9
8
a
&
3

Security analysis for individual attacks (“relatively easy”)
p(p5E) ~ o(e™™)  Vpup
Assume that this is confirmed. What can we say about p(pAB >y )) ?



Tamaki, Koashi, Imoto, Phys. Rev. Lett. 90,
Treatment of coherent attacks L7901 (2009,

ox = p(py (. Sym)) = tr(Fraj p (n Sym))
Assume that the following has been proved for individual attacks.
p(pG%) ~o(e™™)  Vpup

As long as the dimension is finite,
Y: Young diagrams  [#is poly(n)]

%AB — @RY ® Sy Ry irrep. of SU(d) [dim.is poly(n)]

Y/ T Sy . irrep. of Sy
URUU®---®U Permutation of systems
1 All Eve can do is
,Sym) __ Y
p§4nB ) @PYUY ® dim Sy tweak the “poly” parts.
3Y, paAB . . .
p(pl5>™) < p(oy®— ) <dmRy p(——®-— )

dim Sy dimRy dimSy

< poly(n)p(p%%) ~ o(e™")



Security from an operatlonallv defined quantity

—————————————————————————————————————————————

________________________________________________

Z' =001

Z — 001 . g% Guess Alice’s

' n-bit Z-basis outcome.

____________________________________________________________________________________________

 Alice %  Extra quantum e
; communlcat|on ;

o ;‘ 'Help Alice make
@ | ‘an X-basis eigenstate.

____________________________________________________________________________________________

X basis task Failure probability: §x = 1 — (X = 0|5|X = 0)
:> dkey = ITaBE — PABE)II1 < 207 + 24/dx

The final security statement is obtained
directly from an operationally defined quantity.

“Failure probability of a protocol.”

» The coherent attacks can be treated rather easily.

» Sometimes the security is established without
knowing much about what is actually going on.




BB84 protocol (BBM92 protocol)

________________________________________________

————————————————————————————————————————————————

Assumption:
Alice’s measurement is ideal.

* |deal single-photon signal
states in BB84.

 |deal measurements on a
single photon in BBM92.

(REAL)

Error rate: €7

Z basis chosen 8
& O Uz oo
i i Q i

(REAL)

X basis chosen

Error rate: €x

1010

Assumption:

Bob’s measurement can be
anything as long as the detection
efficiency is basis independent.



BB84 protocol (BBM92 protocol)

——————————————————————————————————————————————————————————————————————————————————

Alice Q (REAL)

o -. O ; Z basis chosen % .
| | Q

| O
- Z-basis task O

————————————————————————————————————————————————

_ G e D ]
Alice &) | CErmorrateréy
@ Extra classical O .
X-basis task @ . communication O

(REAL)

| O | |
51011 . 8 X basis chosen .
i O § '

Error rate: €x

The detection efficiency is basis independent.

—— The real protocol is a fair sampling of the virtual one. €x — €Xx



BB84 protocol (BBM92 protocol)

________________________________________________

Alice Q i

50010 . 8 éZbasis chgsen % . .
| Q i =Q i

Error rate: €7

————————————————————————————————————————————————

, () (REAL) g

| Alice O i

51011 ® - X basis chosen 1010

’ O Error rate: €X |

“Assumption: Assumption:

Alice’s measurement is ideal. Bob’s measurement can be

« Ideal single-photon signal anyt.hlng as Iong as the detection
states in BB84. efficiency is basis independent.
. _Ideal measur_ements on a Key gain
single photon in BBM92. N[1 — H(EZ) — H(GX)]

basis-dependence —» Relaxing the detection models does not

Fung, Tamaki, Qi, Lo, Ma (2008) change the key rate.
Lydersen, Skaar (2008)



6-state protocol

Alice O
o—_z () X
S Q]
Alice O
o x () &
B Q]
Alice O
m— v () X
S Q]
Z error

M

€y .7 €y

Forex —ey —mezy —=eK 1

(REAL)

(REAL)

- X basis chosen |
' Error rate: e x

(REAL)

Y basis chosen
' Error rate: €y

Lo (2001)

_________________________________

' Z basis chosen | O
Zhasectesen O (o

Error rate: €7

_________________________________

_________________________________

Ux J— o

_________________________________

_________________________________

Y _J— o

_________________________________

6-state N[1 — H(ey) — hx]
hx ="H(X|Z2)"
= (1 —€z)H(eg) +ezH(e1)

ex = (1 —egz)eg + ez¢€1
hx ~ H(e/2)



6-state protocol

_______________________________________________

(REAL)

Q ZbaS|s chosen Q

Error rate: €7

_______________________________________________________________________________________________

————————————————————————————————————————————————————————————————————————————

(VIRTUAL) @
Error rate: ?€o €1 | Q .
Extra quantum i s

¢ . 54 communication | ~10) D)
1\ & \ T~ S—— | —_—

In the complementarity argument, how we may define something like H(X|Z) ?

hx = (1 —ez)H(eo) + ezH(e1)

ex = (1 —ez)ep + ezeq




How to assign a qubit in various protocols

virtual

___________________________________

BBM92 8
19

We have to interpret the actual measurement as an ideal
measurement on a qubit. (Problem in Quantum Optics)



How to assign a qubit in the actual measurement?

Basis “1” __.-Threshold detectors _
X,Z (BB84) Q " (On/Off), ideal
xX,Y,Z (6<s,<tate) A i qult measurement
uon ”,”
BT S <:> O — (Jzxm
n photons i
multi-modes
Squashing approach Single counting 0,1
- DOUbIe Countlng (Random guess)
Protocol independent
1 —€e—4: no error
An increased error fraction, Rkey =1-2H (6 + 5) e: bit error

but no “multi-photon” event 6: double counting
Tsurumaru and Tamaki, arXiv:0803.4226
Beaudry, Moroder, Lutkenhaus, arXiv:0804.3082

Separating approach [Single counting —— 0,1 }

Not depending on ‘luck” {Double counting ——— Publicly announce as it is.

EXx. 6-state protocol

Riey = (1=48)[1-H (= )]-(1-6)H ()
The error fraction is unaltered, 1-—-49 — 0
but “multi-photon” events occur. Koashi, Yamamoto, Adachi, Imoto, arXiv:0804.0891



Summary

The complementarity argument is a useful tool for the
security proof of QKD.

The final security statement is obtained directly from operationally defined
guantities, failure probabilities of a pair of protocols.

v

The coherent attacks can be treated rather easily.

v

Sometimes the security is established without
knowing much about what is actually going on.

The feasibility of the pair of tasks is ‘equivalent’ to achievability of
secret key.

> The complementarity approach is, in principle,
applicable to any QKD scheme.

v

Helps to clarify the relations among various
operationally defined measures of quantum
correlations.

Koashi, Preskil: Phys. Rev. Lett. 90, 057902 (2003);
Koashi, arXiv:0704.3661;

Koashi, New J. Phys. 11, 045018 (2009).
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