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Main trends in QKD

S Cheaper
S Reliability

S Higher bit rates
S Longer distances

§ Simpler to analyse
§ Device independen
§ Quantum repeaters

Most relevant for
Applications

Today’s main trend

t Academic research
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Higher bit rates & longer distances

« no » loss in
BOb ? S EfflClent

optics detector

bit rate at emission channel
goal: > 1 Gbit/s loss

+ noise = real time secret bit rate
goal: > 1 Mbit/s

APL 87, 194105, 2005
NJP 11, 075003 (2009)
Optics Express 17, 13326 (2009)
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Superconducting nano-wire
e EU projects Secoqc
= & Sinphonia
S 2 dark fibers
B ~150km
43 dB loss
%S (0.29dB/km)

S 660 MHz
3igPf Continuous real time
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QKD over 250 km of Ultra-Low-Loss

fibers from Corning Inc.
NJP 11, 075003 (2009)

Corning Inc. recently developed a commercially available
ITU G.652 compliant low loss fiber with attenuation

values at 1550nm of 0.165 dB/km
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Reliability: Swiss Quantum Network

http://www.swissquantum.com Runs continuously since March’09
[ Results presented October 8th during Telecom

Quantum Bit Error Rate (QBER)

OBER [%]

0.9
0.8

Week 17 Wesk 18 Week 19  Week 20 Week 21  Week 22 Week 23 Week 24  Week 25 Week 26 Week 27  Week 28 Week 29  Week 3 Week 31  Week 32 Week 33 Week 34
B OBER SwissQuantum hepia - UNIGE Min: 0.91%  Max: 1.43%  Avg: 1.12% Last: 1.23
[0 OBER SwissQuantum CERN - hepia Min: 1.23%  Max: 3,05%  Avg: 1.55%  Llast: 1.3%%
B OBER SwissQuantum CERMN - UNIGE Min: 1.24%  Max: 2.22&%  Avg: 1.85%  Llast: 1.36%




How far can one send a photon?

§ The quantum channel loss sets an exponential
limit to the probability that a photon send by
Alice reaches Bob.

S Let’s say that a minimal “meaningful” rate is
1 bit/sec.

S Engineering solution:
source 109 Hz, decoy state protocol (hence rate
proportional to transmission coeff. t)
= t=10"'Yis acceptable, ie 100 dB loss.

S Fiber loss at A=1550nm: 0.2 dB/km
= 500 km is “only” an engineering problem.
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Quantum Repeater - Requirements

A Z
O O
O @ © O
O O
S

Distribution of entanglement over long
distances

S Multi-mode quantum memories

S Entanglement swapping @ telecom A
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C. Simon, H. de Riedmatten, M. Afzelius, N. Sangouard, H. Zbinden and N. Gisin,
Phys. Rev. Lett. 98, 190503 (2007)



The long term vision:

® QQ repeaters
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Solid state quantum memory at the
single photon level

Goals : demonstrating the coherent and reversible mapping
of (pseudo-) single photons onto a large ensemble of
atoms frozen in a solid @ 3K.

In Geneva we follow two strategies:
1. CRIB: Controlled Reversible Inhomogeneous Broadening
2. AFC: Atomic Frequency Comb

Both strategies are based on photon echo ideas,

but avoid fluorescence that would spoil the single-photon signal.
See J. Ruggiero et al., PRA 79, 053851 (2009)

GAP Optique Geneva University
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Atom-photon interface for Q networks

Atomic ensembles

S Easy to absorb light

© o o )

§ Collective enhancement

)
8188 ) g

e a)y)

- e

Non-collective state = Low emission probability, N
Collective state = High emission probability, N?



1. CRIB: Controlled Reversible Inhomogeneous
Broadening in rare-earth doped solids

STEP 1 STEP 2 « Burn a hole »

Natural broadening R ‘ ‘

Absorption
Absorption

%’ w B Optical pumping w
R

> STEP 3 STEP 4

s ., Controlled broadening Trigger re-emission

5]

= = c

3 2 Light B >

) S Storage ! s}

= te! Yol

g < RALATALHLR : < VALY :
8* o w o w
a Linear Stark shifts by Mirror broadening by changing
ZED EXTERNAL ELECTRIC FIELD the POLARITY of the E-field

Can store and retrieve many temporal modes with high efficiency.

Moiseev and Kroll, PRL 87, 173601 (2001), B. Kraus et al., PRA 73, 020302 (2006), N. Sangouard, et al, PRA 75, 032327 (2093)



State preparation using optical pumping

Erd+ Y, SiO;

—_— +1/2
-1/2

Y, Tort=10 ms

« Burn a spectral hole »

»

Z 4 Stimulated

5 2 ﬂ Pum emission

E % Iasef laser 1546 nm
(7p]

r 2 1536 nm

5 > OV 7

= 2

5 /I( Fast phonon

o relaxation

= +1/2

.g Z, T.4=100ms

- -1/2

o

<

>

B. Lauritzen et al, PRA 78, 043402 (2008)
S. Hastings-Simon et al, PRB 78, 085410 (2008)
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Results of spectral tailoring in Er3* Y,SiO;

A =1536 nm
12 ] ] ] ] ] | ] ] 1 ]
1.0
— 0.84
o
8 0.6-
© 50 MHz
o . — «—
= 0.44——with ~
8— |—— without | 2Mhz
State preparatign
0.2+ e .
0.0— . ; T - . - T - T
-100 -50 0 50 100
Frequency [MHz]

B. Lauritzen et al, PRA 78, 043402 (2008)
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Controlling atomic evolution with linear Stark
effect

Controlled broadening

Linear Stark shifts by external field gradient

Absorption.

w

o 7 VIV
‘T =

Light propagation y z 1%
- -1.5 | -1.0 | 0I5 | OIO | 0I5 | 1.0 | 1.5
X

Distance along z axis [mm]

J.Minar, B. Lauritzen,.H. de Riedmatten, M. Afzelius, C. Simon and N.Gisin, arXiv 0907. 2344

Electric field along y axis [a.u.]
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XXdB

CRIB at telecom wavelength — weak pulse storage

T=2.6 K

Cryostat Chopper

AOM /
\ WDM

Laser 1t 50/50
‘ Laser 2Jr EDFA

AOM

Detection with
Superconducting

single photon detectors

Efficiency:0.07
Dark counts: 10 Hz

Avoid Fluorescence noise

Preparation

A

SWItCh ~ SSPD

M
[@WDMD

12 r o= 10 ms

- -1/2
% Stimulated

emission
laser 1546 nm

PBS

Chopper

Pump
laser
1536 nm ~ 7
Fdst phonon

relaxation

T2 =100 ms

+1/
£ 242

8000 storage trials
Weak pulses

Waiting time=9 T,

v

16

v



CRIB at telecom wavelength — single photon

sto rage
Storage of weak coherent light pulses

+V —
x10°
1 T T T ] " T [ r r 1 [ r .11 °r 1 1T ] T 1 A
8 - é % R
. | | -V =
Transmitted pulse | z

g L i }
7,] I
o 6 - i
2 I
5 .g i & 1 I Frequency
< — I i
> |
2 8 4 4 i /CRIB echo |
<P} i .
> |
=?] I . 7]
.g. E 50 X magnified .
2 2 1 i i 7
2 : | ~9 photons per pulse -
- | / -
w 1 iy g B o T e e 0 £ S Fo T Xt

0 _ , , gy L ,:-:-_'A-\-' e TRy = R e T T T Tl ‘ _:.: e e

200 6 200 400 800 800 | 1000
Time [ns| B. Lauritzen et al, arXiv:0908.2348 '’



CRIB at telecom wavelength — weak pulse
storage at the Single photon level

Transmitted pulse

x 10*

71 |\'\" T rr r r 1 111 1 1 [ 11 1T [ T ]

:
b=y ] | -V .
£ 5] ' ]
g 7 i
k= . ~0.6 photons
::) Z 4- 50x magnified - P

= ]

N = . per pulse
= O 3 ]
5] N °
S ) ——CRiBecho Efficiency = 0.5 %
g : | :
by 1. 3
i~ ] .
: 0- ——————
w 200 0 200 400 600 800 1'000

B. Lauritzen et al, arXiv:0908.2348
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CRIB at telecom wavelength

Why is the efficiency low ?

12 L | L | L | L | L 1

—
(@]
1 :

©
(o0]
R 1 R

Low efficiency due to:

-

Optical depth

+ Low optical depth "
{=— Without .
 Poor optical pumping ——_0.2- w*
oobb -
-100  -50 0 50 100
Frequency [MHz]

Increase optical pumping efficiency
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Higher B, other crystals, Hyperfine states ?
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State after absorption
(superradiant Dicke state)

N
ch‘ g1g2°j°ek"-gN>
k=1 Dephasing

N

Z —id,1
C.e

k=1

glgz...ek...gN>

o, =m, A

Atomic detuning o Periodic structure =>
Rephasing after a time

1 27
Input ontrol fields Output l,=——

mode mode A

// AN Collective emission in the

Time, " Time BACKWARD Photon echo
T : o

s 0 like emission

M.Afzelius, C.Simon, H. de Riedmatten and N.Gisin, Phys Rev A 79, 052329 (2009)
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Efficiency (%)
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Efficiency vs optical depth (theory)

Analytical
¢ Simulations

F=10

F=2

Finesse

R [ —— S
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Atomic detuning o

0 10 20 30 40 50

Peak absorption d
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M.Afzelius, C.Simon, H. de Riedmatten and N.Gisin, Phys Rev A 79, 052329 (2009)



GAP Optique Geneva University

H
g
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fffffffffffffffffffffffffffffffff .
g‘ APPLY BROADENING
2
&
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T ‘

Many atoms are lost in the
preparation step
= Low efficiency!

Optical depth

B vs AFC

AFC

AAAAAA/

»

Absorption

o
|

w

More atoms for the same
bandwidth using an AFC

—> Higher efficiency!
10000 ;
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100 5

Number of temporal modes



Atomic frequency grating preparation
o)

Storage of weak coherent states |a)

with a?<1
AFC
emission
Fany :
> N'o AAAAAAAAAAL LS
2 T
2 S
= Q8
> 05 -1/2)
(a1 -
> <
S Atomic detuning o
< ;
% AFC Preparation: 100 pairs of bright pulses 4@() Trials Wj.tﬁ weak pulses
3 . A . r A -
- - T, 5= 12%T,
= « > :
7R 1w I I T

/

Coherent pair of pulses 3

Ramsey-type interference achieves frequency selective transfer to |e)



GAP Optique Geneva University

The experimental set-up

Mechanical choppers

A2 M S MC APD
_I_-_I ) Lo }'
Preparation| AOM ==
ND Filters
AOM  (Storage
LASER ——74— il — Sample @ 3K




Light-matter quantum interface | Collaborations:
Prof. S. Kroll, Lund

at the single photon level Prof. W. Tittel, Calgary
Dr N. Sangouard, Paris

Incident pulse: a2 = 0.8 photons per pulse in average
Spectral grating prepared for storage time 250 ns

500 - N
Z Ir o Efficiency: 1%
& 400 - ragirlz; © limited by the laser stability
>
S
x » 300+ : :
> c Mapping of [0=0.9) on 107 Nd ions
=
) Q and back
& O 200-
2]
=)
S
2. 100 -
-
-
<
&

. \ f b AFC echo
0 L) L) L) T L] T T

0 100 200 300 400 500 600 700
Time [ns]
H. De Riedmatten, M. Afzelius et al, Nature 456, 773, 2008
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Multimode Storage (Nd:YSO)

9000 | | . .
Transmitted Input

8000+ .

7000+ N
- 6000+ G
2 > . Storage time = 1.3 us
.QZ) % >000 efficiency=0.8%
= < 4000} eri~ —
x = mean photon in inputs0.79

O
% 3000+ .
>
5 2000+ .
.‘E_
=) 1000+ Output i
=
ZFJ 0 I | | /\_MJL/\_L /\JLMJ\
-1 -0.5 0 0.5 1 1.5 2 270

time [us]



Storage of arbitrary waveform (Nd:YSO)

Overlap between input and output

0.35
0.3 .
& 0.25 -
Z
> 0.2F )
=
-
N 0.15- -
(«P)
e
S
> 0.1+ q
=
=)
= I |
B 0.05
=9
5 0 ‘
0 0.2 0.4 1 2




Spectral gratings

i AZ A1

Atomic density

Atomic detuning o

Preparation sequence
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Probing the coherence of the storage

By preparing two gratings, it is possible to read out twice:

/ L
1/
M. Staudt et al, PRL 98, 113601 (2007)

time

Storage pulses

Echoes

BN

VANWAN

NI
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Counts

Probing the coherence of the storage

Incident pulses: 0.8 photon per pulse on average

1 20 T T T T T T T T T T
| |
| [ ] |
i B Phase 2n i
100 : : O Phasemn
| m® |
80 - | . ! _
I % I )
| 7 i 8
60 [ . : 1 g€
[ [ o
| - | C
40 4 | . | 1 3
b w" a0 o
&%{9 o : [ ] [ ] : %)
20 ‘o ‘.Q-\i | n u I OO ‘g -
Oy w O
] ﬁ .‘%6 O Se} = q
0 | o SR Gt Wre 0. W08, e’ 0°

-150 -100 -50 0 50 100 150 200 250
Time [ns]

Storage times: 200 ns and 300 ns

1000

800
600
400 +

200

Detector noise

Phase [rad]

Visibility : 95 3 %

H. De Riedmatten, M. Afzelius et al, Nature 456, 773, 2008
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1: MM\J\J umj\

12 14 16 18 2 22 24
Storage time (microseconds)

Two AFC gratings for double-readout:
1.2 and 1.3 us

GAP Optique Geneva University

12 input modes, spaced by 100 ns

counts [a.u.]

5

w
T

Raw visibility = 91%
Net visibility =93 %
x10°




Counts

AFC In various places, ions and crystals

500 -

400 -

300 +

200 ~

100

Nd:YVO in Geneva: N=1%

Transmitted
pulse

AFC echo

Normalized intensity
o o o o
W P >

o ¢
o

o

o
3

[$))

'S

N

T T T T T T T T T T T T T T
0 100 200 300 400 500 600 700
Time [ns]

Pr:YSO in Lund: n=19%

Transmitted =~ = |
input

1 1
0 05
Time (microseconds)

N oW b

"
T

Tu:YAG in Orsay/Paris: N=9 %

Incoming < 0.5

-

Transmitted

Retrieved

1

signal [mV]

0 1 2

Nd:YSO in Geneva: N=5%

1.5 2 2.5
time [us]
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2b. AFC storage experiment in Pr3+:Y,SiOg

Geneva-Lund collaboration

A
r3.5
3.0
05—
o]
202
> 9
g 1.5%
8 1.0
O /\NW\/W\J\ lT 0.5
&
) A 0.0
< ) ) Frequency MHz
Atomic detuning o
> 4 Control fields
=1 Input Output
$ | mode mode
£ /I
< T' >< T >< T" > Time 39
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AFC storage exp. in Lund in Pr3+:Y,SiOg

T=21K Control

l l Input/Output

PD

Input

mode /\ Control fields /\ Output
mode

[

T' T T" =~ Time

Intensity

1=
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GAP Optique Geneva University

606 nm

Input mode

Control fields
Output mode

+1/2
10.21MHZ

+3/2

M. Afzelius et al., arXiv:0908.2309

Normalzied intensity (arb. units)

—_ —_
\} ~
| | 1

—_
o
| 1

0.50+

Output
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GAP Optique Geneva University

AFC storage experiment in Pr3+:Y,SiOg

(a) M. Afzelius et al., arXiv:0908.2309
61 ||
+3/2 Et
o |
+1/2 S;U: 3_M\J T,=15.6 ps
o] |z £ o p T.=10.6 ps
O =
el |15 BRE L T=7.6 ps
4 = i T,
2| |5 0-beind W Vol ol Martmipyrismmt Ty=5.6 ps
= O 0 5 10 15 20
(b) Time (ps)
+1/2 fod "
§ Decay of coherence .
+3/2 due to inhomogeneous 20
- spin dephasing. o .
go
15/0 — Fitted spin distribution ‘g 0.
- Gaussian FWHM: 26 kHz E ]
0.2
0.0 : —

Solution: Spin echo = 1 s spin coherence !

5 10 15 20 25 30
Duration of spin storage T (us)



GAP Optique Geneva University

% The Quantum Memory Group
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High-Speed Classical Encryption Quantum Key Distribution

R R R g e R T

High-speed link encryptor

Cluantum key server

»  Transparent Layer 2 Encryption »  Provably secure key distribution
. Lp to 10 Ghps . Distilled key distribution rate: 1000 bps over 28km/GdB
. Multiprotocol (Ethernet, SOMET, Fibre Channel, ATH) . Standard range: S0k (100km upon request)

. Accredited (FIPZ, Commaon Criteria)

High-speed encrypation
== it kews distributed by
gquantum key server

1=

key management
for link encryptors

r
/ Dual Key Agreement
Encryption key results from the . . .
cambination of two keys: Cerberis Hybrid Solution
- 1 distributed using classical crypto
- 1 distributed by GKD
—> Highest security and accreditation
N\ retention

Cne Quanturn Key Server can:

- serve up to 12 encryptors
IScalabhility and Cost Effectiveness)

- serve encryptors for different
protocals (Versatility)
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Id” Quantique

A Quantum Leap for Cryptography

Announcement:

2nd Winter School on Practical Quantum Cryptography

Goal:

Dates:

Location:

Price:

More:

February 2010 / Swiss Alps

» This Winter School introduce, the exciting topic of Quantum Cryptography in a
relaxed and stimulating atmosphere. Special emphasis will be put on practical quantum
cryptography system design.

» Monday February 8 to Thursday February 11, 2010
(Arrival on Sunday afternoon and departure on Friday morning.)

» Les Diablerets in the Swiss Alps
» EURO 2’900.- per participant
(This amount includes board and accommodation, course participation, teaching

materials, and recreational activities. It does not include travel to and from Les
Diablerets.)

» www.idquantique.com/products/academy.htm id Quantique SA

www.idquantique.com
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