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Entropy (Shannon)

Let X be a random variable taking values

i ∈ {1, . . . , n} with probability pi .

H(X) :=
n∑
i=1

−pi log pi

Let X and Y be two random variables with joint distribution p(x,y) where

1 ≤ x ≤ n and 1 ≤ y ≤ m. Note that p(x|y) = p(x,y)/py.

H(X,Y ) :=
∑
x,y
−p(x,y) log p(x,y)

H(X|Y ) :=
∑
x,y
−p(x,y) log p(x|y)
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Entropy (Shannon)

0 ≤ H(X) ≤ logn

H(X) = 0 iff ∃i, pi = 1

H(X) = logn iff ∀i, pi = 1/n

H(X,Y ) = H(X) +H(Y |X)

H(Y |X) = H(X,Y )−H(X)

H(X,Y |Z) = H(X|Z) +H(Y |X,Z)
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Theorem: [Shannon49]

For the private transmission of an n bit message it is sufficient and

necessary to share a private random key having n bits of entropy.

Proof (sufficient):

M =message, C =ciphertext, K =private key

Vernam’s cipher or one time pad.

M = 0 0 1 0 1 1
K = 1 0 0 1 1 0

. . . . . . . . . . . . . . . . . . . . . . . . . . . . .
M ⊕K = C = 1 0 1 1 0 1
. . . . . . . . . . . . . . . . . . . . . . . . . . . . .
C ⊕K = M = 0 0 1 0 1 1

Knowing only C, every possible message M ′ is consistent with the use

of the key K′ = M ′ ⊕ C.
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Theorem: [Shannon49]
For the private transmission of an n bit message it is sufficient and
necessary to share a private random key having n bits of entropy.

Proof (sufficient):
M =message, C =ciphertext, K =private key

H(K) = n → H(C|M) = n → H(C) = n

H(M |C) = H(M,C)−H(C)

= H(M,C)− n
= H(C|M) +H(M)− n
= n+H(M)− n
= H(M)
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Theorem: [Shannon49]

For the private transmission of an n bit message it is sufficient and

necessary to share a private random key having n bits of entropy.

Proof (necessary):

M =message, C =ciphertext, K =private key

and H is the Shannon entropy function.

H(M |C,K) = 0 H(M |C) = H(M)

H(M,K|C) =

H(K|C) +H(M |K,C) = H(M |C) +H(K|M,C)

H(K|C) = H(M) +H(K|M,C)

H(K) ≥ H(M)

6



Main result

Theorem [AMTW00]:
For the private transmission of an n qubit message it is
sufficient and necessary to share a private random key having
2n bits of entropy.
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Private Quantum Channels (PQC)

[S ⊆ H2n, E = {(pi, Ui)|0 ≤ i < N}, ρa ∈ H2m, ρ0 ∈ H2m+n]

form a PQC iff

∀ |ψ〉 ∈ S, E(|ψ〉 〈ψ| ⊗ ρa) =
N−1∑
i=0

piUi(|ψ〉 〈ψ| ⊗ ρa)U
†
i = ρ0

The private key:
k ∈R {i | 0 ≤ i < N} with distribution {pi}.

Encryption:

E(ρ, k) = Uk(ρ⊗ ρa)U
†
k = ρ′

Decryption:

D(ρ′, k) = Tra(U
†
kρ
′Uk) = ρ
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k ∈R {0, . . . , N − 1}

with distribution {pi}
�

���
���

���
�����

H
HHH

HHH
HHH

HHHHj

Alice Bob

ρ

ρ′ ← Uk(ρ⊗ ρa)U
†
k
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ρ′

ρ = Tra(U
†
kρ
′Uk)
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ρ0 =
∑N−1
i=0 piUi(ρ⊗ ρa)U

†
i

9



Pauli Matrices

I = σ0 =

(
1 0
0 1

)

X = σ1 =

(
0 1
1 0

)

Y = σ2 =

(
0 −i
i 0

)

Z = σ3 =

(
1 0
0 −1

)

∀i, σi = σ
†
i

∀i, j, (i 6= 0 6= j 6= i) σiσj = −σjσi

σ1σ2 = iσ3 σ3σ1 = iσ2 σ2σ3 = iσ1

10



PQC: Example 1

S = {|0〉, |1〉} ρa = 1

E = {(1/2, I), (1/2, X)}

ρ0 =
1

2
I H({pi}) = 1

Clearly this forms a PQC since

E(|0〉 〈0|) =
1

2
|0〉 〈0|+

1

2
X |0〉 〈0|X =

1

2
|0〉 〈0|+

1

2
|1〉 〈1|

=
1

2
I = ρ0

=
1

2
|1〉 〈1|+

1

2
|0〉 〈0| =

1

2
|1〉 〈1|+

1

2
X |1〉 〈1|X

= E(|1〉 〈1|)
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PQC: Example 2

S = {|0〉,
1√
2
(|0〉+ |1〉)} ρa = 1

E = {(1/2, I), (1/2,W )}

ρ0 =

(
3/4 1/4
1/4 1/4

)
H({pi}) = 1

W =
1√
2

(
1 1
1 −1

)
= W †

W |0〉 =
1√
2
(|0〉+ |1〉)

W2 = I
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PQC: Example 2

Clearly this forms a PQC since

E(|0〉 〈0|) =
1

2
|0〉 〈0|+

1

2
W |0〉 〈0|W

=

(
3/4 1/4
1/4 1/4

)
= ρ0

=
1

2
W |0〉 〈0|W +

1

2
W2 |0〉 〈0|W2

= E(W |0〉 〈0|W )

= E
(

1√
2
(|0〉+ |1〉)

1√
2
(〈0|+ 〈1|)

)

13



PQC: Example 3

S = {cos θ|0〉+ sin θ|1〉 | 0 ≤ θ < 2π}

ρa = 1 E = {(1/2, I), (1/2, Y )}

ρ0 =
1

2
I H({pi}) = 1

Clearly this forms a PQC since

ρ =

(
cos2 θ cos θ sin θ

sin θ cos θ sin2 θ

)

Y ρY =

(
sin2 θ − cos θ sin θ

− sin θ cos θ cos2 θ

)

E(ρ) =
1

2
I ρ I +

1

2
Y ρ Y =

1

2
I
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PQC: Example 4

S = H2 ρa = 1

E = {(1/4, I), (1/4, σx), (1/4, σy), (1/4, σz)}

ρ0 =
1

2
I H({pi}) = 2

Clearly this forms a PQC since for all ρ

E(ρ) =
1

4
I ρ I +

1

4
XρX +

1

4
Y ρY +

1

4
ZρZ

=
1

4

(
a b
c d

)
+

1

4

(
d c
b a

)
+

1

4

(
d −c
−b a

)
+

1

4

(
a −b
−c d

)

=
1

2
I

15



Lemma 1:

If 1
2nI ∈ S and ρa = 1 then ρ0 = 1

2nI.

Proof:

ρ0 = E(
1

2n
I) =

N−1∑
i=0

piUi

(
1

2n
I

)
U
†
i =

1

2n
I
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Lemma 2:
If ∀ |ψ〉 ∈ H2n, E(|ψ〉 〈ψ| ⊗ ρa) = ρ0 then
E(|x〉 〈y| ⊗ ρa) = 0 whenever x 6= y.

Proof:

1) ρ0 = E(
1

2
(|x〉 〈x|+ |y〉 〈y|)

=
1

2
(E(|x〉 〈x|) + E(|y〉 〈y|))

2) ρ0 = E(
1√
2
(|x〉+ |y〉)

1√
2
(〈x|+ 〈y|))

=
1

2
(E(|x〉 〈x|) + E(|x〉 〈y|) + E(|y〉 〈x|) + E(|y〉 〈y|))

3) ρ0 = E(
1√
2
(|x〉+ i|y〉)

1√
2
(〈x| − i 〈y|))

=
1

2
(E(|x〉 〈x|) + E(|y〉 〈y|)− iE(|x〉 〈y|) + iE(|y〉 〈x|))

By 1) and 2) ⇒ E(|x〉 〈y|) + E(|y〉 〈x|) = 0
By 1) and 3) ⇒ E(|x〉 〈y|)− E(|y〉 〈x|) = 0
and thus E(|x〉 〈y|) = E(|y〉 〈x|) = 0.
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Theorem [concatenation]
If [H2n, E, ρa, ρ0] and [H2m, E ′, ρ′a, ρ′0] are PQC then [H2n+m, E ⊗ E ′, ρa ⊗
ρ′a, ρ0 ⊗ ρ′0] is a PQC.

Proof:

(E ⊗ E ′)(|ψ〉 〈ψ|) = (E ⊗ E ′)

∑
x,y

αx,y|x〉|y〉


∑
x′,y′

α∗x′,y′
〈
x′
∣∣∣ 〈y′∣∣∣


= (E ⊗ E ′)

 ∑
x,y,x′,y′

αx,y α
∗
x′,y′ |x〉

〈
x′
∣∣∣⊗ |y〉 〈y′∣∣∣


=

∑
x,y,x′,y′

αx,y α
∗
x′,y′ E(|x〉

〈
x′
∣∣∣)⊗ E ′(|y〉 〈y′∣∣∣)

∗
=

∑
x,y

αx,y α
∗
x,y E(|x〉 〈x|)⊗ E ′(|y〉 〈y|)

=
∑
x,y
|αx,y|2 ρ0 ⊗ ρ′0

= ρ0 ⊗ ρ′0
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Theorem [AMTW00, sufficient]:

For the private transmission of an n qubit message it is sufficient to

share a private random key having 2n bits of entropy.

Proof: By theorem [concatenation], to encode an n qubit register we

can use the one qubit encoding method of example 4 several times.
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Equivalent super operator

Every equivalent super operators are unitarely related.

For the two encryption scheme E and E ′,

E = {(pi, Ui)|1 ≤ i ≤ N}

E ′ = {(p′i, U
′
i)|1 ≤ i ≤ N

′ ≤ N}

there exists a N by N unitary matrix A such that

√
piUi =

N∑
i=1

Ai,j

√
p′jU

′
j

with U ′j = 0 for j > N ′.
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Matrix vector space

The N by N operators form a N2 dimentionnal vector space with the

inner product

〈M,M ′〉 = Tr(M†M ′)/N

and norm

‖M‖ =
√
〈M,M〉

For x ∈ {0,1,2,3}n we define (the base 4 representation)

σx = σx1 ⊗ σx2 ⊗ · · · ⊗ σxn

The σx form an orthonormal basis of the vector space.

∀x, ‖σx‖ = 1

∀x 6= y, 〈 σx, σy〉 = 0
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Theorem

If [S = H2n, E = {(pi, Ui) | 0 ≤ i < N},1, ρ0] is a PQC then H({pi}) ≥ 2n.

Proof:

Since I2n ∈ H2n by lemma 1 we must have ρ0 = I2n. Let [S = H2n, E ′ =
{(1/2n, σi) 0 ≤ i < 2n},1, I2n] be the PQC given by theorem (sufficient).

If i > N then Ui = 0 and if i > 22n then σi = 0

pi = ‖
√
piUi‖2 = ‖

∑
x
Ai,x

√
p′i

1√
22n

Ui‖2 =
1

22n

∑
x
|Ai,x|2 ≤

1

22n

Hence N ≥ 22n and H({pi}) ≥ 2n.

What append if the encryption scheme uses an encilla?

22



Von Neumann entropy

Definition:

Let

ρ =
N∑
i=1

pi |φi〉 〈φi|

for |φi〉 an orthonormal basis then the Von Neumann entropy of ρ is

S(ρ) = H(p1, . . . , pN) = −
N∑
i=1

pi log pi,

where H is the classical entropy function.
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Von Neumann entropy

Some properties of S(ρ)

1) S(|φ〉 〈φ|) = 0, for every pure state |φ〉.

2) S(ρ1 ⊗ ρ2) = S(ρ1) + S(ρ2).

3) S(UρU†) = S(ρ).

4) If λi ≥ 0 and
∑
i λi = 1 then S(

∑
i λiρi) ≥

∑
i λiS(ρi)

5) If ρ =
∑N
i=1 pi |φi〉 〈φi| with the |φi〉 not necessarily orthogonal, then

S(ρ) ≤ H(p1, . . . , pN).

6) S
(

1
2nI

)
= n.
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Theorem [classical channel]

If [S = {|i〉 | 0 ≤ i < 2k}, E = {(pi, Ui)}, ρa, ρ0] is a PQC then H({pi}) ≥ k.

Proof:

Let ρa =
∑M−1
j=0 qj

∣∣∣Ψj

〉 〈
Ψj

∣∣∣ then

S(ρ0) = S(E(|0〉 〈0|))

= S

N−1∑
i=0

piUi |0〉 〈0| ⊗ ρaU
†
i


= S

N−1∑
i=0

M−1∑
j=0

piqjUi |0〉 〈0| ⊗
∣∣∣Ψj

〉 〈
Ψj

∣∣∣U†i


≤ H(p0q0, p0q1, . . . , pN−1qM−1)

= H({pi}) +H({qi})
= H({pi}) + S(ρa)
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Again ρa =
∑M−1
j=0 qj

∣∣∣Ψj

〉 〈
Ψj

∣∣∣ then

S(ρ0) = S(E(
1

2k
I))

= S

N−1∑
i=0

piUi(
1

2k
I ⊗ ρa)U†i


≥

N−1∑
i=0

piS(
1

2k
I ⊗ ρa)


= k+ S(ρa)

Since we have S(ρ0) ≤ H({pi})+S(ρa) and S(ρ0) ≥ k+S(ρa) we conclude

that H({pi}) ≥ k.
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Theorem [AMTW00, necessary]:

If [S = H2n, E = {(pi, Ui)}, ρa, ρ0] is a PQC then H({pi}) ≥ 2n.

Proof:

[S ′ = {|x〉|0 ≤ x < 22n}, E ′, ρa,
(

1
2nI

)
⊗ ρ0]

is a PQC where

E ′ = {(pi, (I2n ⊗ Ui)(U ⊗ I2k)) | 0 ≤ i < N}

U |x〉 → (σx1 ⊗ · · · ⊗ σxn ⊗ I2n)
1√
2n

2n−1∑
i=0

|i〉|i〉

and {0, . . . ,22n − 1} ≡ {0,1,2,3}n.

This PQC convey 2n classical bit therefor from the previous theorem

we conclude that

H({pi}) ≥ 2n.
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ρ⊗






 +
⊗






 +
⊗






 +

2
1100

2
1100

2
1100

x

1x
σ

321 xxx 2x
σ

3x
σ

I

I III

43421 444 3444 21

kU

02
ρ⊗nI

k
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E ′(|x〉 〈x|)

=
N∑
i=1

pi(I2n ⊗ Ui)(U ⊗ I2k) (|x〉 〈x| ⊗ ρa) (U ⊗ I2k)†(I2n ⊗ Ui)†

=
N∑
i=1

pi(I2n ⊗ Ui) ([U |x〉 〈x|U †]⊗ ρa) (I2n ⊗ Ui)†

=
N∑
i=1

pi(I2n ⊗ Ui)

(σx ⊗ I2n)

 1√
2n

2n−1∑
y=0,z=0

|y〉|y〉 〈z| 〈z|

(σx ⊗ I2n)†

⊗ ρa (I2n ⊗ Ui)†

=
N∑
i=1

pi(I2n ⊗ Ui)

(σx ⊗ I2n+k)

 1√
2n

2n−1∑
y=0,z=0

|y〉|y〉 〈z| 〈z| ⊗ ρa

(σx ⊗ I2n+k)†

 (I2n ⊗ Ui)†

= (σx ⊗ I2n+k)

 1

2n

N∑
i=1

pi(I2n ⊗ Ui)

 ∑
y,z∈{0,2n−1}

|y〉 〈z| ⊗ |y〉 〈z| ⊗ ρa

(I2n ⊗ Ui)†
 (σx ⊗ I2n+k)†

= (σx ⊗ I2n+k)

 1

2n

∑
y,z∈{0,2n−1}

|y〉 〈z| ⊗

(
N∑
i=1

piUi(|y〉 〈z| ⊗ ρa)U †i

) (σx ⊗ I2n+k)†

29



E ′(|x〉 〈x|)

= (σx ⊗ I2n+k)

 1

2n

∑
y,z∈{0,2n−1}

|y〉 〈z| ⊗

(
N∑
i=1

piUi(|y〉 〈z| ⊗ ρa)U †i

) (σx ⊗ I2n+k)†

= (σx ⊗ I2n+k)

 1

2n

∑
y,z∈{0,2n−1}

|y〉 〈z| ⊗ E(|y〉 〈z|)

 (σx ⊗ I2n)†

∗
= (σx ⊗ I2n)

 1

2n

2n−1∑
y=0

|y〉 〈y| ⊗ E(|y〉 〈y|)

 (σx ⊗ I2n+k)†

= (σx ⊗ I2n)
[
Ĩ2n ⊗ ρ0

]
(σx ⊗ I2n)†

= Ĩ2n ⊗ ρ0.

30



Conclusion

Theorem: [Shannon49]

For the private transmission of an n bit message it is sufficient and

necessary to share a private random key having n bits of entropy.

Theorem: [AMTW00]

For the private transmission of an n qubit message it is sufficient and

necessary to share a private random key having 2n bits of entropy.
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