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Entropy (Shannon)

Let X be a random variable taking values
i€ {1l,...,n} with probability p; .

mn
H(X):= ) -—p;logp;
i=1

Let X and Y be two random variables with joint distribution p(, .y where
1<zx<nand 1l<y<m. Note that P(zly) = p(x’y)/py.

H(X,Y) =) —P(3,) 109D (3 1)
'CC)y

H(X[Y) 1= ) =P(s,y) 109 P(ay)
x7y



Entropy (Shannon)

O0< H(X)<logn
H(X) =0 iff 3i,p; = 1
H(X) =logn iff Vi,p, = 1/n
H(X,Y) = H(X) + H(Y|X)

H(Y|X) = H(X,Y) — H(X)

H(X,Y|Z) = H(X|2)+ HY|X, Z)



Theorem: [Shannon49]
For the private transmission of an n bit message it is sufficient and
necessary to share a private random key having n bits of entropy.

Proof (sufficient):
M —=message, C =ciphertext, K =private key
Vernam's cipher or one time pad.

Knowing only C, every possible message M’ is consistent with the use
of the key K' = M' & C.



Theorem: [Shannon49]
For the private transmission of an n bit message it is sufficient and
necessary to share a private random key having n bits of entropy.

Proof (sufficient):
M =message, C =ciphertext, K =private key

HK)=n —-HC|M)=n —HC)=n

H(M|C)

H(M,C)— H(C)
H(M,C) —n
H(CIM)4+ H(M) —n
n+H(M)—n



Theorem: [Shannon49]
For the private transmission of an n bit message it is sufficient and
necessary to share a private random key having n bits of entropy.

Proof (necessary):
M —=message, C =ciphertext, K =private key
and H is the Shannon entropy function.

H(M|C,K) =0 H(M|C) = H(M)

H(M,K|C) =
H(K|C) 4+ H(M|K,C) = H(M|C) + H(K|M,C)
H(K|C) = H(M) + H(K|M,C)

H(K) > H(M)



Main result

Theorem [AMTWAOO]:

For the private transmission of an n qubit message it is
sufficient and necessary to share a private random key having
2n bits of entropy.



Private Quantum Channels (PQCQC)

[S C Hon, &= {(p’w Uz)lO <1< N}7 pa € Hom, pg € HQm—I-n]
form a PQC iff

N-1
Vi) €S, E(W) Wl®pa) = Y pili(19) (¥l @ pa)U] = po

1=0

The private key:
kerp{i| 0<i< N} with distribution {p;}.

Encryption:

E(p,k) = Uk(p®pa)U} = ¢

Decryption:
D(p k) = TraUlpU) = p



]{:ER{O,...,N—].}
with distribution {p;}

T

Alice ob

P
o — Up(p ® pa)U]

p = Tra(Ulp'Up)

Y

Eve

po = SN pili(p @ pa)U]




Pauli Matrices
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Clearly this forms a

£(10) (0)) =

PQC: Example 1

S =1{]0),|1)} pa =1

E={(1/2,1),(1/2,X)}

po=21  H({p}) =1
PQC since

1 1 1 1
%|O> (0] + 5X10) (0] X = 510) (O] + 5 [1) (1]
EIZPO
1 1 1 1
= 5\1> (1] +§|O> (O] = 5\1> (1] +§X|1> (1] X

= &(]1) (1))
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PQC: Example 2

s={|o>,%<|o>+|1>>} pa = 1

&€ =A{(1/2,1),(1/2,W)}

= (Y4 a)  Hwp=1

PO=1\ 1/4 1/4
1 (1 1
W;ﬁ<14>zw
W0y = %um + 1)

W2=r7
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PQC: Example 2

Clearly this forms a PQC since

£(10) (0) = _10) (0l + W [0) (0] W
_ (3/4 1/4
= (3 Y4
= po
= %W|O) <O|W—|—%W2|O> (0| W2
= &(W|0) (0[|W)

1 1
= £ <ﬁ(|o> +11)) EUOI + <1D>
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PQC: Example 3

S = {cosf|0) +sinf|1l) | 0 <O <27}
pa=1 E=A{(1/2,1),(1/2,Y)}
po=51  H({p}) =1

Clearly this forms a PQC since
( cos?2 cosfsind )

P = \ sinfcoso®  sin20
. 2 .
. Sin< 6 —cos@sinf
Yp¥ = (—sin@cos@ cos? @ )

1 1 1
(p) STpl+5Y p 5
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PQC: Example 4

S =Ho pa =1
E={(1/4,1),(1/4,02),(1/4,0y),(1/4,0:)}
po=>1  H({ph) =2

Clearly this forms a PQQC since for all p

1 1 1 1
E(p) = —Ip I‘|'ZXPX‘|‘ZYPY‘|‘ZZPZ

a b 1/ d c 1/ d —c 1
<cd>+2<ba)+2<w a>+1<

I

NI~ DM ED

a
—C

—b
d

|
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Lemma 1:

If 2.1 €S and pg =

Proof:

1 then pg = 2—171].
1 N-1
po=ECN =Y »ili
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Lemma 2:

If V [¢) € Hon, E(|¢) (Y| ® pa) = po then
E(|x) {y] ® pa) = 0 whenever z # y.

Proof:

1) po

2) po

3) ro

£ (1) (el + lv) (o))
SCEQ) ) + ECly) ()
1 1
£(5(la) + 1) (el + ()
SCE(w) () + ECla) o) + ECly) () + ECIy) {o1))
E(=(1a) + ily)) —= (el — i )

=
%@(m (@) + E(ly) (wl) — iE(J2) (y]) + i€ (Jy) (z]))

Nl

By 1) and 2) = &(|z) (y]) +&(ly) (z]) =0
By 1) and 3) = &(|z) (y|) — E(ly) (z]) =0
and thus £(|z) (y|) = £(Jy) (z|) = 0.
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Theorem [concatenation]
If [H2n787pa7p0] and [H2m7glapéwp,0] are PQC then [H2n+mag ®g,7pa X
Pas PO ® ppl is a PQC.

Proof:

(E@ENY) (¥ (E®E (Z aw,y|x>|y>) (Z Oyt g <“”/‘ <y/)
T,y z!

- <g®g'>( > ay ol ln) ()@ ) <y’)

m7?J7'/’U,7y/
= )  azy a;/7y/ E(|x) <w’|) ® E'(|y) <y/))
x7y7$/7y/
2 S auy by E(2) (@) © € (ly) ()
T,y
= Z ‘Oéx,y‘Q PO & :0/0
T,y

= po ® po
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Theorem [AMTWAOO, sufficient]:
For the private transmission of an n qubit message it is sufficient to
share a private random key having 2n bits of entropy.

Proof: By theorem [concatenation], to encode an n qubit register we
can use the one qubit encoding method of example 4 several times.
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Equivalent super operator
Every equivalent super operators are unitarely related.

For the two encryption scheme £ and &/,
E={(p;U)|1 <i< N}
'={,U)I1 <i< N <N}
there exists a N by N unitary matrix A such that
N
ViU = 3 Ai j\/PjUj
i=1

with U}- =0 for j > N'.

20



Matrix vector space

The N by N operators form a N2 dimentionnal vector space with the
inner product

(M, M"Y = Tr(M"M")/N
and norm

M| = /{M, M)

For x € {0,1,2,3}" we define (the base 4 representation)

Ox = O'x1®0332®“‘®0xn

The 7 form an orthonormal basis of the vector space.

v, [|[oz|| = 1

Ve # y,{ 0z,0y) =0
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T heorem
If [S = Hon, € = {(pi,U;) | 0 <i < N}, 1,p0] is a PQC then H({p;}) > 2n.

Proof:
Since Ion € Hon by lemma 1 we must have pg = Ion. Let [S = Hon, &' =
{(1/2",7;) 0 <i< 2"}, 1, Ion] be the PQC given by theorem (sufficient).

If i > N then U; = 0 and if i > 22" then &; = 0

1 1
2 2 2 ~
= [[VpiUill© = || ZAzw\/ z” ﬁ2| Ajzl” < 22n

T

Hence N > 22" and H({p;}) > 2n.

What append if the encryption scheme uses an encilla?
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VVon Neumann entropy

Definition:
Let

N
p= Z pi |Pi) (¢4

1=1
for |¢;) an orthonormal basis then the Von Neumann entropy of p is

N
S(p) = H(p1,...,pN) = — > _ pilogdp;,

=1

where H is the classical entropy function.
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VVon Neumann entropy

Some properties of S(p)

1) S(|¢) (¢|) = 0O, for every pure state |¢).

2) S(p1 ® p2) = S(p1) + S(p2).

3) S(UpUT) = S(p).

4) If \; >0 and ;A =1 then S35 Aipi) = 32 AiS(p;)

5 If p= Z?];V:lpi |p;) (¢;] with the |¢p;) not necessarily orthogonal, then
S(p) < H(p1,---,pPN)-

6) S (2—1nl> = n.
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Theorem [classical channel]
If [S={]i) | 0 <i <2}, & = {(pi,Ui)}, pa, po] is @ PQC then H({p;}) > k.

Proof:
Let pg = Z;WZ_Ol q; ‘\U]> <W]‘ then

S(po) = S(E(]0)(0]))
= S (Nil p;U; [0) (0| ®anf)
]ifz—olM—l
— S(Eo ;O piq;U; [0) (O] ® | W) (W, Uj)
H(poqo,;om,---,pN—1QM—1)

Il IA

H({pi}) + H{a})
H({pi}) + S(pa)
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Again pg = ZM 1q] |\IJ ><\Uj‘ then
S(po) = S5 I))

N 1 1 T
= S| ). pz'Uz'(?I@Pa)Ui

1=0
N-1 1
> (Z PiS(— I®Pa)>
1=0
= k+ S(pa)

Since we have S(pg) < H({p;})+5S(pa) and S(pg) > k+5S(ps) we conclude
that H({pi}) > k.

26



Theorem [AMTWO0O, necessary]:
If [S — Hzn,g — {(pian)}apaapO] is a PQC then H({pz}) > 2n.

Proof:
[S" = {|2)[0 < = < 22"}, &', pa, (5] ) & po]
is a PQC where

&' ={(p; U2n @ U)(U® I)) | 0 <i< N}
1 2n—1

Ulx) = (02, ® - ® 0g,, @ Ion) Z [2)2)
V2" 2o

and {0,...,2°" —1} ={0,1,2,3}™

This PQC convey 2n classical bit therefor from the previous theorem
we conclude that

H({pi}) = 2n.
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(ww uw]®[mw uwj®[mw uwj®p
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E'(|z) (x)

= > pi(I2@U)U @ I2) (|z) (x| @ p) (U@ L) (T2 @ Uy)T

— sz’(fzn @ U;) ([Ulz) (z|U ® pa) (I @ U;)T

N I 1 2"—1
= > pil2 ®U) <%®f2”)( > wly) <Z<Z) (72 ® I)f
1=1

2" y=0,2=0

2"—1

. -
1

= ) p(I20U) |z ® ) | ——
=1 | 2 y:O,Z:O

y,2€{0,2"—1}

N

1
— (7 . . N
= (02 ® Iom) 2ni§:1pz(lzn®Uz)< - ly) (2] ® Jy) ®pa)(12n®U@)

[ N
= (02 ® Iow) % > v <Z‘®<ZPiUi(|y> <Z|®pa)U§>
1=1

y,z€{0,2"—1}

(Gz ® I )T

X Pa (12” 09 Uz’)T

>y (2l (2l ® pa) (02 ® Iw)*] (I2» @ U;)f

(0'_33 X IQn-Hc)-'.
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N
(Goh) |0 3 |y><z|®(ZpiUi<|y><z|®pa>UJ>
=1

y,2€{0,2"—1}

(0z ® Iowss)]

(77 @ Io)!

@e k) |0 Y ) Gl )
Y,

z€{0,2"—1}

2n—1

@) |52 3 1) Wl @ Ey) )

y=0

(02 ® Iowss)'

(62 ® I22) [Io @ po] (F7 ® Io:)!

I ® P0-
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Conclusion

Theorem: [Shannon49]
For the private transmission of an n bit message it is sufficient and
necessary to share a private random key having n bits of entropy.

Theorem: [AMTWO0O]
For the private transmission of an n qubit message it is sufficient and
necessary to share a private random key having 2n bits of entropy.
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