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Multiparty Computation
A group of n people want to perform some computation, but 
t of the players form a coalition of cheaters.

• Player i’s input xi should remain secret.

• At the end, player i should receive output fi(x1,...,xn).

• Cheaters can initially put in any input they like, but 
afterwards cannot alter it or halt the computation.

• We have a private, authenticated channel between each 
pair of players.

With no additional resources, we can tolerate t < n/3 cheaters. 
With a broadcast channel, we can tolerate t < n/2 cheaters. 
(These are optimal.)



Ideal Protocol for MPC
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Multiparty Quantum 
Computation

What if the players want to perform a quantum computation?

• Inputs and outputs can both be quantum.

• We need to correct errors introduced by adversary, 
and perform quantum gates on shared quantum data.

Fortunately, quantum error-correcting codes and fault-
tolerant protocols exist.  Using these techniques, [CGS02] 
showed secure multiparty quantum computation is possible 
with t < n/6 cheaters.



Can We Tolerate More Cheaters?
Unfortunately, there are strict bounds on the allowed 
parameters of quantum error-correcting codes (QECC).

No cloning bound: No QECC can correct for the 
erasure of n/2 registers; otherwise, we could encode a 
quantum state and break it into two pieces, each of 
which could be used to regenerate a copy of the state.

Erasure errors and general errors: Exactly correcting t 
errors in unknown locations is equivalent to 
correcting 2t errors in known locations (erasures).

No QECC can exactly correct errors on n/4 unknown 
locations.



Approximate Error Correction

Fortunately, this bound does not apply to approximate 
quantum error-correcting codes, and [CGS05] showed how 
to create QECCs which correct a state with fidelity 
arbitrarily close to 1 from t < n/2 errors.

• Use quantum authentication to protect quantum 
registers, effectively turning general errors into 
erasure errors.

• Quantum authentication uses classical keys, which 
we share using a classical protocol.



Quantum Authentication
We can also define quantum authentication in terms of an 
ideal protocol.  Bob should detect any tampering by Eve:

Alice  �ψ� TTP Bob

abort?
Eve

Note: Quantum authentication must encrypt the state.

�ψ� or
abort

Protocol uses a 2-part classical key (k,x).  k determines a 
quantum error-detecting code and x encrypts the quantum 
state.



Very High Level Overview

Verifiable Quantum Secret Sharing:A protocol allowing 
a possibly dishonest player to share a state among the 
other players in such a way that cheaters can only open 
the state to the originally shared value.

Secure Multiparty Quantum Computation:As above, but 
compute any unitary (or CP-map) on the shared inputs.



Computing on Authenticated 
States

Unfortunately, to perform multiparty quantum computation, 
we will need some way to perform gates on authenticated 
states -- but authentication stops all changes to the state! 

Fortunately, we can get around this by also changing the 
classical keys when we perform quantum gates.

Fault-tolerance generally works only between two blocks of 
the same code, so do gates only between authenticated 
blocks using the same QECC k and different encryption 
keys x1 and x2.  The classical keys are shared using classical 
MPC, and when we perform quantum gates, we must also 
perform a matching transformation on x1 and x2.



Computing on Authenticated 
States

By choosing an appropriate quantum authentication protocol, 
we can perform Clifford group gates on authenticated states:

• Fourier transform F�j� = ∑e2πijk/p �k�

• Phase gate S�j� = e2πij(j-1)/2p �j�

• Sum SUM�j��k� = �j��k+j (mod p)�

• Measurement (in standard basis) - classical MPC 
also checks if state is correctly authenticated.

Unfortunately, this set of gates is not universal.

Fortunately, they are all we need for now.



Coping with a Dishonest Dealer
We now have a way to share a state in such a way that, if it 
is correctly shared, we can reconstruct it, and even do 
Clifford group gates on it, despite cheaters.  But what if the 
dealer -- the person who shared the state -- is also a cheater?

Let us deal with this piecemeal.  First, how do we make 
sure each player gets a correctly authenticated state?
Classically, the analogous problem is solved by distributing 
multiple copies of each share so that the honest majority 
can compare notes and determine if the dealer is cheating.

Unfortunately, the no-cloning theorem prevents us from 
doing this quantum-mechanically.



Verifiable Authentication
Fortunately, we can distribute a standard authenticated 
state and then use quantum teleportation to distribute the 
real shares.

• Dealer sends many authenticated �0� states to 
everyone, with keys to classical MPC.  D always uses 
the same QECC key k, but different encryption keys x.

• Each player tests the states against each other via 
random SUM gates in standard and Fourier basis.

• If a majority of players find problems, the dealer is a 
cheater. If not, players who complain about their 
states get new ones from other players.

First, distribute verifiably authenticated �0� states:



Verifiable Authentication
Now, player i creates EPR pairs with his authenticated �0�s 
and sends half of each pair to the dealer, who decodes and 
teleports whatever state he wishes to send to player i.

We have the following properties:

• Receiver gets a state from the dealer.

• Honest receiver knows the state will pass an 
authentication test.

• Dishonest receiver can only produce the dealer’s 
state and still pass the authentication test.



Weak Quantum Secret Sharing
Unfortunately, the dealer has other options to cheat.  In 
particular, he can help his cheating allies circumvent the 
authentication.

Fortunately, there are not enough cheaters to reconstruct a 
wrong state without being detected - weak secret sharing.
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Weak Quantum Secret Sharing

• Dealer sends out shares of encoded �0�s, encoded in an 
approximate QECC correcting up to n/2 errors.  The 
shares are sent using verifiable authentication.

• Players test that states are correctly encoded �0�s by 
performing random SUMs in standard and Fourier bases.

• Players collectively create an encoded EPR pair using 
encoded Clifford group gates, which can be performed 
using local authenticated Clifford group gates.  The dealer 
decodes half of the EPR pair and teleports his state 
through it.

How to perform weak quantum secret sharing:



Verifiable Q. Secret Sharing
We need something stronger, verifiable secret sharing:

Dealer

sharing phase

state or 
abort

TTP Receiver
dealer’s state

abort?

opening phase

Dealer performs weak secret sharing to share a state, 
and then each player again shares the state he received 
via weak secret sharing again.



Multiparty Clifford Gates
Unfortunately, we only know how to do fault-tolerant gates 
between states encoded in the same code, and each player 
has used a different authentication key to share his states.

Fortunately, we no longer need the top-level authentication.  
Authentication is already provided by the lower level weak 
secret sharing.

Therefore, we can remove the top-level authentication using 
local Clifford group operations.  (This requires revealing 
the authentication key used in the top-level weak secret 
sharing.)

Now we can perform Clifford group gates between any 
shared states.



Universal MPQC
Unfortunately, Clifford group gates are no longer 
sufficient.  We need another gate, such as the Toffoli gate:

�i��j��k� → �i��j��k + ij�

Fortunately, we can perform the Toffoli gate given 
encoded Clifford group operations and encoded states 
of the form ∑�a��b��ab�.

We can randomly choose some player to create and 
share such states for us.

Unfortunately, if a cheater is chosen, he may create 
incorrect states.



Creating Reliable Toffoli States
Fortunately, we can probabilistically check if a Toffoli state 
is correct by Clifford group gates and measurements.

Unfortunately, spot-checking in this way only produces 
states with a polynomial fidelity to correct Toffoli states.

Fortunately, we can use an error-detecting code and 
techniques of fault-tolerance to exponentially purify Toffoli 
states which start with an error rate below some constant 
threshold value.

This allows us to perform reliable Toffoli gates, and thus 
secure multiparty quantum computation with up to t < n/2 
cheaters. (Or t < n/3 when we have no classical broadcast.)



The Full Story, part I
Fortunately, quantum error-correcting codes (QECCs) and 
fault-tolerant protocols exist.

Unfortunately, there are strict bounds on the allowed 
parameters of QECCs.

Fortunately, this bound does not apply to approximate QECCs. 

Unfortunately, to perform multiparty quantum computation, we 
will need some way to perform gates on authenticated states --
but authentication stops all changes to the state! 

Fortunately, we can still perform Clifford group gates by also 
changing the classical keys when we perform quantum gates.

Unfortunately, Clifford group gates are not universal.

Fortunately, they are all we need for now.



The Full Story, part II
Unfortunately, the no-cloning theorem prevents us from 
copying quantum shares to check authentications.

Fortunately, we can distribute a standard authenticated state 
and then use quantum teleportation to distribute the real shares.

Unfortunately, the dealer has other options to cheat. 

Fortunately, there are not enough cheaters to reconstruct a 
wrong state without being detected - weak quantum secret 
sharing.  Doing WQSS twice gives verifiable secret sharing.

Unfortunately, we only know how to do fault-tolerant gates 
between states encoded in the same code, and each player has 
used a different authentication key to share his states.

Fortunately, we no longer need the top-level authentication.  



The Full Story, part III
Unfortunately, Clifford group gates are no longer sufficient.  
We need another gate, such as the Toffoli gate.

Fortunately, we can perform the Toffoli gate given encoded 
Clifford group operations and encoded states.

Unfortunately, if a cheater is chosen to create the Toffoli 
states, he may create incorrect states.

Fortunately, we can probabilistically check if a Toffoli state is 
correct by Clifford group gates and measurements.

Unfortunately, spot-checking in this way only produces states 
with a polynomial fidelity to correct Toffoli states.

Fortunately, we can use techniques of fault-tolerance to 
exponentially purify Toffoli states.



More Information
Unfortunately, I do not have time to present the details of 
the various protocols.  (Or maybe that is fortunately.)

Fortunately, the paper will shortly appear in Proc. FOCS 
2006.

Unfortunately, the page limit for FOCS also required 
eliminating most details - but we should eventually have a 
longer version for quant-ph.

Fortunately, I am now done.


