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Outline of the talk

s Solve polynomial equations via lattices
s Univariate modular case
s Generalize: Multivariate and integer case

s Overview of known RSA results
s e-th roots
s Small RSA secret key
s Factoring

s RSA with Small CRT exponents,, d,

s Attacks for Smalk
s Known differenced,, d, < N

s General casel,, d, < NV
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A word about lattices

Letvy,..., v, € Z" be linearly independent vectors

L =/ xGZ”\x:ZaiviWithaiGZ. 5
\ 1=1 J
02)
(1,1 %
Fig.: Lattice spanned b{/(0,2),(1,1)}
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A word about lattices

Letvy,..., v, € Z" be linearly independent vectors

L::<xEZ”\x:ZaiviWithai€Z.>

\ 1=1 y

(5.3

/
‘ 4.2
1

0.2)

-
-

(1

Fig.: Lattice spanned b{(0,2), (1,1)}
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Letvy,..., v, € Z" be linearly independent vectors

(

L = A

\

Fig.:

rel" | x= Zaiviwith a; € 7.
1=1
(1.1 ~
Lattice spanned b{/(0,2),(1,1)}

\

/
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Theorem[Lagrange]: Let L be a two-dimensional
lattice. Then one can find in polynomial time a
shortest vector = 0 of L with

lv| < /2det(L).
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Theorem[Lagrange]: Let L be a two-dimensional
lattice. Then one can find in polynomial time a
shortest vector = 0 of L with

lv] < \/2 det(L).

Theorem[Lenstra, Lenstra, Lovasz].et L be a
lattice spanned by, ..., v,. Then one can find In
polynomial time a basig,, . .., b, of L with

16y < 2°T det(L)~.
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Coppersmith: modular case @ s
s Let M be an integer of unknown factorization.

s Letb be adivisor ofM (special casei = M).

Problem: Given f,(x), find all solutiongzy| < X of
fo(x) =0 mod b.
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Coppersmith: modular case @
s Let M be an integer of unknown factorization.
s Letb be adivisor ofM (special casei = M).

Problem: Given f,(x), find all solutiongzy| < X of

fo(x) =0 mod b.
ldea:

s Collection of polynomialsf;(z), fo(x), ..., fu(x)
with the rootgzy| < X modulob™.

s Constructf(z) = >, a;f;, a; € Z such that
f(xg) =0 over Z.

Sufficient condition: | f(xq)| < b™.

s Solve f(x) over the integers.

Fields — p.5/2¢



77, TECHNISCHE
i/
g UNIVERSITAT

Howgrave Graham’s theorem#

@'~ DARMSTADT

Theorem: Let f(x) € Z|z] be a polynomial of degre
n — 1 with

s f(xg) =0mod?b™, where|zy| < X
. ||f(aX)]] < B
Thenf(xy) = 0 over the integers.
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Theorem: Let f(x) € Z|z] be a polynomial of degre
n — 1 with

s f(xg) =0mod?b™, where|zy| < X
. ||f(aX)]] < B
Thenf(xy) = 0 over the integers.

Example:
f(x) = ar® +bx +c
f(zX) = aX?2*+bXz+c
[f@X)I] = [[(aX?bX, )]
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Howgrave Graham’s theorem?: s

Theorem: Let f(x) € Z|z] be a polynomial of degre
n — 1 with

s f(xg) =0mod?b™, where|zy| < X
. ||f(aX)]] < B
Thenf(xy) = 0 over the integers.

Proof: » -
Fao)l = D awh| <D |ax’ ()
1=0 1=0

VAN

n—1
Sl X' < v [[f@ X)) < b
1=0
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Goal: Solveaxr = 1 mod b, whereged(a, b) = 1.

Collection of polynomials:

s fi(z) = ax — 1 with rootzg = ¢! mod b of
size smaller thatk’ = b.

s folx) =bx with same root:y mod b.
s Coeff-vectorf(zX), fo(xX): (aX,—1),(bX,0)
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Finding an Inverse a—! mod b#
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Goal: Solveaxr = 1 mod b, whereged(a, b) = 1.

Collection of polynomials:

s fi(z) = ax — 1 with rootzg = ¢! mod b of
size smaller thatk’ = b.

s folx) =bx with same root:y mod b.
s Coeff-vectorf(zX), fo(xX): (aX,—1),(bX,0)

Construct lattice. spanned by

bX 0
B{aX —1}

with det(L) = bX = b2,
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Extracting the inverse
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Lagrange Alg: vector = (cy, c1) - {

with |v] < v/2det(L) ~ b.
v corresponds to

f(x) = cobr + c1(ax — 1)
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Extracting the inverse @ v
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Lagrange Alg: vector = (¢, ¢1) - { bX 0 }

aX —1
with |v] < v/2det(L) ~ b.

v corresponds to

f(x) = cobr + c1(ax — 1)
According to Howgrave-Graham’s theorem

f(xg) = cobxy + c1(axg — 1) = 0 overZ(!)
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Goal: Find roots off,(z1, ..., x,) mod b.

s Computefy, fo,..., f, with small roots ovef..
s Eliminate variables by resultant computations.

Integer case:Find roots off (x4, ..., z,) overZ.

o Computefy, fo, ..., fr—1 with small roots oveZ.
s.t. f does not dividef; for1 <i < n.

» Eliminate variables by resultant computations.
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Goal: Find roots off,(z1, ..., x,) mod b.

s Computefy, fo,..., f, with small roots ovef..
s Eliminate variables by resultant computations.

Integer case:Find roots off (x4, ..., z,) overZ.

o Computefy, fo, ..., fr—1 with small roots oveZ.
s.t. f does not dividef; for1 <i < n.

» Eliminate variables by resultant computations.

Problems:
s Findingoptimalcollection.
» Elimination requireslgebraicallyindependent;.
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RSA Problem

Given: N =pq, e € ZZ(N) andc = m®mod N
Find: m e Zy
» Relaxation 1: Smalle, m
Ptime if m < N:: Computece.
» Relaxation 2: Smalle, parts of m known
C'96: Ptime ifim = m + z, z < N«
f(x)=(m+x)* —cmod N
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RSA Problem

Given: N =pq, e € ZZ(N) andc = m®mod N
Find: m e Zy

» Relaxation 1: Smalle, m
Ptime if m < N:: Computece.
» Relaxation 2: Smalle, parts of m known
C'96: Ptime ifim = m + z, z < N«
f(x)=(m+x)* —cmod N
s Relaxation 3: Small, splittablem < 2*

BJN '00:m = mq - mo WIth m; = ms < 23 .
Checkiz® =y ¢-cmod N, x,y=0,...,2

N[
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RSA Secret Key Problem @ i
Given: N =pq, e € Z;‘;(N)
Find:  dsuch thakd = 1 mod ¢(N)

fld,k,p+q)=ed+k(N+1—-(p+q))—1

s Relaxation 1: Smalld
Wiener '90, mod N: d < NV2

BD 99, mod e: d < NV-292

» Relaxation 2: Known parts of d
EJMW '05: Extension to full range

Open: Use properties of: Smoothness, splittable
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RSA with Small Exponentd

Fraction of MSBs of d

1.0
0.9
0.8
0.7
0.6

Wiener
0.5
0.4
0.3
0.2
0.1
logn d

—tt—f——F——F—F+

01 02 03 04 05 06 07 0809 10
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Given: N = pgq
Find: p
f(x) = xmod p

» Relaxation 1. Known parts of p
C'96: f(z) = p+ xmod pwith z < N1,

» Relaxation 2: “Small” p,q,1.e.N = p"q
BDH '00: Solvable ifp = p + x with z < N ¢+)?,

Open Problems:
s FactorN = p"¢*, r ~ s with less bits.
s FactorN = pqgr with less bits.
s Factor using non-consecutive bits.
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Combining relaxations i
Smalld and known bits op = p + =.

f(k,(p+q)) =k(N+1—=(p+q)) —1mode
10gN(d)

0.8
0.6
0.4

0.292
0.2

0.1 0.2 0.3 04 058 =108N(T) o pian
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Combining relaxations i
Smalld and known bits op = p + =.

f(k,(p+q)) =k(N+1—=(p+q)) —1mode
10gN(d)

0.8
0.6
0.4

0.292
0.2

0.1 0.2 0.3 04 058 =108N(T) o pian
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Setting: d = (d, modp — 1,d, mod ¢ — 1) small

s Relaxation 1: Imbalancedp, g
M’'02: Works forq < NU-382
BM'06: Attack forgq < NV40®

s Relaxation 2: Smalle
BM '06: Cryptanalysis of two RSA-variants

s Tunable-RSA (GHM, ACISP 2005)
s Rebalanced-RSA (Sun, Wu, ePrint 2005)
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CRT-RSA problem (& e
Setting: d = (d, modp — 1,d, mod ¢ — 1) small
s Relaxation 1: Imbalancedp, g

M’'02: Works forg < NV-3%2
BM '06: Attack forg < NV40®

s Relaxation 2: Smalle
BM '06: Cryptanalysis of two RSA-variants

s Tunable-RSA (GHM, ACISP 2005)
s Rebalanced-RSA (Sun, Wu, ePrint 2005)

s Relaxation 3: Known differenced, — d,
JM 106 dp; dq S N0.099

s Justsmalld,, d,: O(y/min{d,, d,}).
JM ’07 dp7 dq S NO°O73 Fields — p.15/2t




Linearization attack

Setting: e, d, < d, small,p, ¢ of same bit-size

Look at

ed, = 1+k(p—1)

ed, = 1+/0(qg—1)

: ed, :

with k£, ¢ < Niik Rewrite as

ed,+k—1 = kp

ed, +0—1 = (g
Multiply
e*d,d,+e(d,({—1)+d,(k—1))+(1—-N)kl = k

&
§A%" 4}1/‘
)

=6/
L &
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Linearize: e*w +ex + (1 — N)y = 2
Modulo e ex + (1 — N)y = 2 mod e?

Lattice basis:

Targetvektor(il?(), Yo, wo) - B = (SC(), Yo, Zo).
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Sufficient condition]zgyozo| < e?.

20 = k+4—1 < %7
Yo = kil < ej\cflg,
rg = d,({—1)+d,(k—1) < %
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Finding the solution

Sufficient condition]zgyozo| < e?.

20 — k + ¢ —1 S %,
yo p— kg S ej\cfll%,
vy = d(l—1)+dy(k—1) < T2
Yields condition
ed]% 6261]29 ed, < 2

N N YN S

L N\ 5
& df)g—(:)dp§<—>

e? e
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Tunable-RSA (Galbraith, Heneghan, McKee 2005)
Parameterst024-bit N, 508-bit e and200-bit d,,, d,

Rebalanced-RSA(Sun, Wu 2005):
Parameterst024-bit N, 512-bit e and199-bit d,, d,

Fields — p.19/2!



Z,  TECHNISCHE

Il
pp ICa.tIO S /=) UNIVERSITAT
5

Tunable-RSA (Galbraith, Heneghan, McKee 2005)
Parameterst024-bit N, 508-bit e and200-bit d,,, d,

Rebalanced-RSA(Sun, Wu 2005):
Parameterst024-bit N, 512-bit e and199-bit d,, d,

1000 Experiments with:

s 1024-bit N, 512-bit e and200-bit d,, d,
Running time: 15 msSuccess rate 100%

s 1024-bit N, 512-bit e and204-bit d,, d,
Running time: 15 msSuccess rate 90%
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Known difference
Scenario:d, — d, = cIs known

Recall that
e*d,d,+e(d,({—1)+d,(k—1))+(1—N)kl—k—{ = —1
Used, = d, + c. Gives us polynomial equation
f(d,,(,k) =0 overZ.
Newton polytope is defined via
{d2,dy, dpl,dyk, kl, K, 0,1}

Find roots using Coppersmith’s method.
Analysis yields,, d, < N"7—¢
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N d, |dim|LLL-time
1000 bit [ 10 bit| 54 | 32 min
2000 bit| 22 bit| 54 | 175 min
3000 bit| 42 bit| 54 | 487 min
4000 bit | 60 bit| 54 | 1015 min
5000 bit | 85 bit| 54 | 1803 min

500 bit| 9bit| 99 | 105 min
1000 bit | 18 bit| 99 | 495 min
500 bit | 13 bit| 112 | 397 min
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Attacking CRT-RSA (& e
Scenario: Smalld,, d,
Recall again that

e*d,d,+e(d,({—1)+d,(k—1))+(1—N)kl—k—f = —1
Interpret as polynomial equation
f(d,,d, k, ) =0 overz
Newton polytope is defined via
{d,d,, dl,d,, d,k,d, kl Kk, ¢ 1}

Find roots using Coppersmith’s method.
Analysis yieldsi,, d, < N®"U7¢
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€ dy,d, |dim| o |asympt|LLL-time
250 bit | 332 bit| 27 | 0.227 | 0.287 2 Sec
300 bit | 299 bit| 27 | 0.209 | 0.271 2 Sec
400 bit | 239 bit | 27 | 0.173 | 0.243 2 Sec
500 bit | 199 bit| 27 | 0.136 | 0.214 2 sec
577 bit | 168 bit| 27 | 0.108 | 0.192 2 sec
700 bit| 116 bit| 56 | 0.070 | 0.157 | 206 sec
800 bit| 70bit| 95 | 0.044 | 0.128 | 834 sec
900 bit| 35 bit| 144 | 0.023 | 0.100 | 8198 sec
1000 bit| 11 bit| 144 | 0.004 | 0.073 | 7111 sec
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Finding good bounds

Given: Polynomialf(xy,...,x,) (
Find:  Optimal boundsz| < Xy, ..., |z, < X,
Equiv. . Find optimal lattice basis.

Status quo:
» C’96: Solved for univariate modular case
» BM’05: Toolbox for bivariate integer case
» JM’06: Strategies for multivariate case

Work in progress (with Damien Stehlé):
s Algorithm that outputs optimal bound
s Uses Grobner bases-like approach
s LLL reduction for selecting sub-lattice ..._,-
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Conclusion & Open problemsi gumsm
s First ptime attack for RSA-CRT

s Theoretical analysis worse than experiments

s Some bounds do not match
s Smalld vs. Factoring with known bits
s Smalld vs. CRT-RSA withd,, = d,

» Give provable version of Coppersmith’s methc

» Need to automatize the bound analysis
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