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Motivation

HAHA! I'll set
y :=x—0.01
: —
A: | would like to buy those sleek Matrix — _

sunglasses

TeII me how much money you have (x), and if
"™ it's more than my price (y), I'd sell it to you for y.

A: We better securely evaluate Greater Than (GT).

GT Uses:
Auction systems, bargaining

Secure database mining
Sales of electronic goods

How To Tell Which of the Encrypted Numbers is Greater



Secure Function Evaluation (SFE)

S When you don't trust your partner

§ Parties want to evaluate a function F on their inputs,
but keep inputs private.

S Assume secure channels between parties
§ Large research effort
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SeetRednadction Evaluation

f: Dy x Dy -> Dy | Input: y eDZ/J

L
4

A
L
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SFE Models

S Semi-honest

— Both players follow the protocol
— Observe communication, try to learn additional info

S Malicious
— Players can freely cheat

— Solutions can be obtained by “compilation” of a semi-
honest protocol

How To Tell Which of the Encrypted Numbers is Greater



One Round SFE

§ Reduces opportunities for Alice to cheat
— Can only substitute input and misinterpret output

— Great when asymmetric trust among parties
- E.g. Bank and Client

S Reduces latencies
§ Some applications require non-interactivity
— Auctions

— Mobile agents
— Computing on Encrypted Data
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One Round SFE

Enc(x)

Enc(encode(GT(x,y)))

GT(x,y)

What i RIR8MSEPIS GRH¥RIABut?
Ide:: (IE% )VEQ %%OCW&%@ ﬁ&%ﬂcaﬁ)&h%ticators
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Strong Conditional OT (SCOT)

[Predicate Q(x,y)} ‘ Input: y, secretS)U
/

Learn: Sq(x.y) Learn: nothing
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Tool: Additively Homomorphic Encryption

Encryption scheme, such that:

Given E(m,), E(m,) and public key,
allows to compute E(m; + m,)

We use scheme with large plaintext group.
The Paillier scheme satisfies our requirements

Can compute E(cm; + m,) from ¢, E(m,), E(m,)
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The GT-SCOT Protocol

X1y «eey X Sos S15 Y1s -+ ¥
) rub, pri |
#il x,, ...,x, pub ‘X1=---=anUb
d= X47¥Y1 - XY
XDY = (X-Y)2 =X-2Xy+Y f= X1®BY1 -5 X, DYy
f=001001 1 O... Y: Yo =0, ¥ = 2V #f;
vy=0001249 19 38 ... 6: 0,=d, +r(y-1)

v-1=-1-10138 18 37... W = "2((S4-S0)0;+S4+Sy)
r(y=1)=ri,0r5r,05 g 14 ...
d+l’ (Y_l) = t1 t2 di t3 t4t5 t6 t7

T(u) ) (W)

IS
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Privacy in Auctions S

>

Note to self: spam her
with $999 computer offers

" I am auctioning my green
computer
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Comparing Encrypted Numbers

T~

—_—

I have no idea what the
bids were

Enc($ y/ . Enc($100000000)
_ AO) Enh

J I lost I won J
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Conditional Encrypted Mapping (CEM)

Prepare two secrets:
s, — signed contract
S, — loser notification

Enc($10y Enc($100000000)
Enc(sy) Enc(s,)
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Q-CEM

Q(XIY) SOI Sl
pF /

m=Rmap(SOI S1/ €os €4, pk)

= Enct)” w%)
v

? " ?

. l Rec(m, sk) = S y) .

Pair (Rmap, Rec) for Q is a Q-CEM

How To Tell Which of the Encrypted Numbers is Greater



Definitional Choices

CEM: Rmap(sy, Sy, €9, €1, Pk), Rec(m, sk)

Strong notion of privacy

e Qutput of Rmap contains no statistical

information other than the value s,
e Strong composability

/Y)

e Holds for all generated key pairs, valid inputs
and randomness used in encryption

® E.g. Adv does not benefit from maliciously
choosing randomness when encrypting inputs
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Definitional Choices

CEM: Rmap(sy, Sy, €y, €1, Pk), Rec(m, sk)

Do not specify security requirements of the
encryption scheme

e One definition is useable in most settings
e Delay discussion of easy but tedious details
(e.g. what if inputs contain decryption keys)
e Q-CEM with semantically secure encryption
gives a protocol in the semi-honest model
e can be modified to withstand malicious
players (ZK or the light-weight CDS)
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The GT-CEM Construction

X y
R <o X Vie - Vi
d=00300 d= XYt - Xq¥Yn
__ X D ¢
y=fe 00100 1,1, Q.. b=y, 1S3 2y XY

— (yv)2 —y-

LSRYEMEY 62k o o> R
'1 -> SO '1 -> ESO
1 '> Sl 1 '> ES].

ES, is a randomized encoding of s
e contains no other information
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Randomized Mapping

Given s;, Sy f(-1) = b-a = ES, (1)
E

_ f(1) = a+b = ES (2)
ESq, ESy, f(x) = ax + b f(0) = b = ¥ (ES, + ES,) = R’

Assume s,, s, contain redundancy

Choose R ¢, Z,. View R as blocks ry, ri: R=1ry 2k +r;

ES, = —-—-0__.__"__  ___ o _._ So__
ES, = ___"o__._ S5 __ R EUPU
c=0 | Cc e {0,1} =1

Set f = ax+b to satisfy (1),(2)
e f(-1), f(1) contain s,, s; and no extra information*
e f(0) = %2 (ESy + ES;) = Y2 (sg 2+ r; + rp 2k + s,) =
(R+..)=R’

How To Tell Which of the Encrypted Numbers is Greater



Application: Purchasing Movies
(Aiello, Ishai, Reingold 2001)

Open an account. Pay $y

v

Enc(y)

Buy movie x for $x.
Enc(x)

v

If X <y, send Ky

A
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Resource Comparison

Factor nc or Ac improvement in communication.
Similar improvement in computation.

Comparable Modular Multiplications | Communication | Comment
Protocol .
client | server total
FO1 dncAv | 24ncA 32ncA\ + 4ncAv dncAv
D00 8n<cr | 12n4c 12n2c 4+ 8n<cv 8nccy
Our work | 16nv | 16nv 32nv 2nv c<v/2—A

c-bit secrets are transferred based on comparison of n-bit numbers.
A and v are the correctness and security parameter
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Summary

§ Define several basic primitives
— Strong Conditional Oblivious Transfer
— Conditional Encrypted Mapping

§ Give new efficient Greater-Than protocols
S Papers available online

Questions?
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